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Abstract

This paper addresses the challenges of implementing linear dynamic controllers on encrypted data
using homomorphic encryption, focusing on the problem of scaling factor accumulation that leads to
performance instability when operating systems with non-integer matrices over long time horizons.
The paper demonstrates that integer matrices represent a fundamental solution to this problem,
allowing signal scale to remain fixed throughout the operation without the need for re-encryption or
resetting. The paper also presents two tests for analyzing the stability of nonlinear systems at
equilibrium points: the first determines global stability based on the sign of determinants, while the
second relies on Gershgorin criteria for local stability. The tests are applied to a dynamic system
model of the pantograph-catenary system, identifying stability and instability regions in the parameter
plane, and studying the influence of pantograph speed on system stability. Numerical results
demonstrate the effectiveness of the proposed mathematical models in analyzing the behavior of
complex physical systems.

Keywords: Homomorphic Encryption, Encrypted Control, Stability Tests, Pantograph-Catenary
System, Integer State Matrix.

1. Introduction

Recent years have seen the development of networked control systems, and the threat of cyber-attacks
has been a major problem. Against the intrusion of unauthorized access to computing devices in the
network, the use of homomorphic encryption has been introduced, so as to protect all the data in the
network by encryption while the control operation is directly performed on the encrypted data without
decryption. As the significance of encrypted control is elimination of the decryption key from the
network so that it decreases the vulnerability, it has been applied to various targets such as quadratic
optimization, average consensus, cooperative control, model predictive control, and reset control.

[11]
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2. Additively Homomorphic Encryption over Integers

A. Homomorphic Encryption:

. . : N . N o
Let the set of plaintexts (unencrypted data) be given as, Zr1 =s1€/: —E <1< E , which is

a set of integers, of cardinality N € N. As all integers divided by N can have the remainder in Zn, we

N
av JN, in which | - | is the

define the modulo operation of a € Z by N, as @ mod N :=a —L

floor function, so that a mod NeZx for all acZ. Then, the set Znis closed under modular addition
and multiplicationl. For the cryptosystem to be used, we consider the set C as the space of ciphertexts
(encrypted data), and Enc: Zn—C and Dec: C—Zx as the encryption and decryption algorithms,
respectively. As homomorphic encryption schemes allow operations over encrypted data in which the
decryption of the operation result matches the result of modular arithmetic over plaintexts in Zn, we
suppose that the cryptosystem under consideration is at least additively homomorphic; with
operations defined in C, it satisfies the following properties. [7]

H,: There exists Agnc > 0 such that for every m e Zx, it satisfies

Dec (Enc (m)) = m + A mod N, with some A € Z such that |A|< Agnc.

Hy: There exists Add: CxC — C such that for every ¢ € C and c> € C, it satisfies Dec (Add (ci,
¢2)) = Dec (c¢1) + Dec (¢c2) + A mod N, with some A € {-1,0, 1}.

H3: There exists IntMult: ZxC— C such that for every k € Z and ¢ € C, it satisfies Dec (Int Mult
(k, ¢)) = k- Dec(c) + A mod N, with some A e Z such that |A| < [k|.

A remark is made about the presence of the error term A; it is to include recent homomorphic
encryption schemes based on Learning with Errors (LWE) problem, which necessarily inject “errors”

to every message being encrypted, for the sake of security. Otherwise, the use of Paillier encryption,
a typical example of additively homomorphic cryptosystems, still can be considered, which satisfies

Hi—H3 with A = 0 for all cases.
Remark (2.1) [18] In Hj, the “injected error” A can be eliminated in practice. Indeed, if we use Encr.:
m Enc(m/L) and Dect: ¢ |_L . Dec(c)J instead of Enc and Dec, where |_CJ is the rounding operation,

and 1=L e N is such that 1/ L > 2A Enc, we obtain Decr(Enci(m)) = |_m + LAJ = m. However,

when it comes to H> and Hj3, the error effect cannot be eliminated in general, especially when
encrypted data are updated by the operations for unlimited number of times. Additively homomorphic
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encryption schemes allow both addition and multiplication over encrypted data, but in H3, one may
hope to conceal not only the information in ceC but also the multiplier k € Z. To this end, we consider
multiplicatively homomorphic property as well, in which a separate algorithm may be used for
encrypting the multipliers, in general. For example, the method presented can be employed, to make
the use of the following property.

Ha: There exist Enc’: Zn — C’, Mult: C’ x C — C, and A muit > 0 such that for every k € Zn and ¢
e C, it satisfies Dec (Mult (Enc’ (k), ¢)) = k - Dec (c) + A mod N, with some A € Z such that |A] <

Awmure + [k|. Exploiting the properties H> and Ha, it is easily seen that matrix multiplication over
encrypted messages can be done. Let us abuse notation and write ¢i+c2: = Add (c1, ¢2) and ¢’ - ¢1:=

Mult (c’, ¢1) for ciphertexts ¢1 € C, c2 € C, and ¢’ €C’, as usual, and use Enc: ZII; — Cy,

Enc’: — C™" Dec: Cn — ZE , and +: C"xC™ — C™ to apply the algorithms to each component
of a matrix (or a vector). Then, multiplication of a vector [cj]eC" by a matrix [¢’jj ] € C’™"is defined
as
¢, ttoa, ¢ S €
. . . . : . .
4 . !/ !

’
c c c,1Ch Con * C

ml mn n mn n

c

So that for every K € Z Exn and ¢ € C", it satisfies
Dec (Enc'(K) - ¢) =K - Dec (¢) + Amod N (1)

With some A € Z" such that ||A || < |[K|+ n A mur + n— 1, where || - || denotes the infinity norm of
matrices or vectors. Utilizing the additively homomorphic properties H> and H3 only, a property of
matrix multiplication analogous to (1) is obtained, having either the multiplier or the multiplicand of
the matrix multiplication as plaintext. For example, we define multiplication of a vector

[ci] € C" by a (plaintext) matrix [ki] € Z™" as

ki o k|G ky, -¢ Kk, -
: . : o . R .
kml tt kmn Cn kml ) Cn kmn ) Cn
Where kj; - ¢j: = IntMult (kij, ¢j). Then, for every K € Z™"and ¢ € Ch, it satisfies
83
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Dec (K- ¢c) =K - Dec(c) + A mod N (2)
With some € Z" such that ||A|| < [|K|[+n— 1.
B. Problem Formulation:

Consider a continuous-time plant written by:

Xp (t) = f(xp (t) U, (t))’
y,(1)=hx, (V)

Where x, € R™ is the state, up € R™ is the input, and y, € RP is the output of the plant, respectively.
To control the plant (3), we suppose that a discrete-time linear time-invariant feedback controller has
been designed as

t>

0, )

x (t+ 1) =Fx(t) + Gy(t) + Pr(t) + ex(t), 4)
u (1) = Hx(t) + Jy(t) + Qr(t) + eu(t), (5)
x (0) =xo + eo, t=0,1,2, ...,

Where y(t) :=yp(t- Ts) € RP, t =0, 1, ..., is the plant output discretized with the sampling time Ts>
0, x(t) € R" is the state of the controller with the initial condition xo € R", r(t) € R% is the reference
input, u(t) € R™ is the output of the controller, and {ex(t), eu(t), €0} are perturbations caused by, for
example, quantization of signals. The discrete signal u(t) is fed back to the continuous-time plant (3)
as up(t) =u(t), fort- Ts<t<(t+ 1) Ts.

For the case when there is no perturbation, i.e., ex(t) = 0, eu(t) = 0, and e9=0, the states and outputs of
(3) and (4) are written as x'p(t), y'p(t), X'(t), and u'(t), respectively. The design of the controller (4) is
supposed to (locally) stabilize the closed-loop system. From this rationale, we make two assumptions
as follows, the first of which is for the stability of closed-loop system with respect to perturbations.

- Given g€ > 0, there exists 1n(€) > 0 such that sup(||ex(t)]|) < n(e), supe(||eu(t)]]) < n(e), and ||eo|| < n(€)
implies
[xp(t) = x'p(D)]| < &, [yp() = y'p(®Il < &, (6)
[x(1) —x'(V)] = &, [ut) —u'@®l <, (7
Forallt>0andt € N U {0}, respectively.

In addition, the input, the state, and the output of the controller are assumed to be bounded, as
follows, which is necessary because of the finiteness of the plaintext space ZN.

- There exist compact sets Y < RP, R © R%, X < R", and U < R™, which are known, such that y'(t) €
Y, 1(t) e R, x'(t) € X,and u'(t) € U, forallt € N U {0}.
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3. Encryption of Dynamic Systems

We show how to utilize the properties Hi—H4 of the cryptosystem to perform the operation of the
given controller (4) over encrypted data. In terms of the dynamic operation for infinite time horizon,
the benefit of systems having integer state matrix is addressed. First, we deal with encryption and
operation methods for real-valued signals and parameters, where the limitation on recursive
multiplication by fractional numbers is to be seen. [9]

Operation over Encrypted Non-integer Real Numbers (3.1) [15] Let us begin with encryption of
the input of the controller (4). Since the components of signals y(t) and r(t) are not integers in general,

they are converted to elements of the plaintext space ZN, with quantization; let {ry;} le and {r.;} iq=1

of positive real numbers be step sizes for each component of y(t) = {yi} ip:l and r(t) = {ri} iq=1 ,
respectively, so that the i-th components yi(t) and ri(t) are quantized as

yi(t)H yl—(t) , I’i(t)H @ ’

V,i i

Respectively. Then, a parameter 1 / L > max({l / ry,i} le U {1/} ?:1) is chosen so that they are

oo 32 <o
=2 [2]

Where col {-} is the stacking operation for column vectors. The encrypted signals y(t) € CP and r(t)
€ Cq are defined as

y(t) := Enc( y(t) mod N), r(t) := Enc( f‘(t) mod N). ©)

scaled as

The precision of the messages in y(t) and r(t) depends on the parameter 1/L as well as the quantizers.
For example, the message in the i-th component yi(t) € C of y(t) recovered by decryption will be
obtained as

L-Dec(y,(t))=L ryf (1) +LA=rT,, %(t) +8, +LA

ry,i ry’i (10)
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=y, (t)+8,; +3, +LA,

Where 6| < L/2 and |8ri | <1yi=2 so that the recovered result can be made arbitrarily close6 to

yi(t), by increasing the parameters 1/ry; and 1/L. Thus, encrypted signals y(t) and r(t) can be
understood to have the ‘“scaled” values of y(t)/=L and r(t)/L, respectively. The computation
algorithms over encrypted messages are basically performed with integers, as well, but homomorphic
operations such as multiplication by real matrices are also rendered possible using additional “scaling
factors”. For example, with the help of homomorphic operations defined, the first output u(0) of (4)
can be computed over encrypted data as

u0)=| 2 )+ L y(0)+| o) a

Where 1/ s > 1 is the scaling factor to convert the matrices to integers, and we suppose
x(0)=[0,...,0]"eZ"o0 that x(0)=Enc(x(0)), for simplicity. Then, according to the homomorphic
properties, it satisfies

Dec(u(0))= | [Dec(x(0)+ | pec(y(0)

S S

+[%}Dec(r(0))+A mod N

With some AeZ, and as in (10), the message u(0) can be recovered with sufficiently large 1/L and
1/s, as

S S
~u(0)

Ls - Dec(u(0)) » sHy(o) + s[g}r(O) +LsA

(12)

As long as the norm of the term Ls A can be made sufficiently small8, and the size N of plaintext
space is given sufficiently large. Here, the outcome u(0) can be understood to have the message of
u(0)/(Ls). Now, for the dynamic operation of (4) over encrypted data, let us try to compute x(t) € C"
and u(t) e C", t=1, 2,..., recursively, which are supposed to have messages of x(t) and u(t) at each
time t, respectively. As a first attempt, we make the use of matrices in (3.1.4) converted to integers
simply by scaling and rounding, just as in (3.1.9). For the first iteration of (4), the state x(1) can be
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updated s, x(0) = E}X(op Hy(op E}(o),

With the factor 1=s, so that x(1) has the message of x(1)/(Ls). But from the second iteration, the state
x(t), which already have been multiplied with the scaling factor 1/s, is again multiplied by the scaled
matrix [F/s] for the next update.

As a result, it can be checked, by induction, that the state x(t) at time t should be of the scale 1/(Ls"),
i.e., x(t) should have the message of x(t)/(Ls"); if it is true at time t, and if x(t) is to be multiplied by
the scaled matrix [F/s] again, the term [F/s]x(t) will have the message of the scale 1=(Ls'"!). Then,
the next state x(t + 1) should be computed

X(t+1):[g}x(t)+{§%}y(t)+[sil }r(t), 3

And the message of x(t + 1) becomes of the scale 1=(Ls"").

Similarly, the output u(t) of the system, which is to be decrypted, is computed as

ul®)=| 20+ 2 o] 2 s

Which it is supposed to have the message of u(t)=(Ls'™).

Finally, let us consider the correctness of (13). One may expect that decryption of u(t) yields the
correct result as

Ls"! - Dec(u(t)) ~ u(t) (15)

At each time t, and it might be correct for the first several time steps, just as in (12). However, it is
hopeless as the time goes by, when the matrices in (4) are not integers so that 1/ s > 1. To see why,
let us look at the left-hand-side of (14). Since the length of the range of Dec(.) is N, the length of the
range that each component of the left-hand-side can cover is not more than NLs'"! at each time t,
which tends to zero as t tends to infinity. Hence, no matter how large the parameter N may be chosen,
it is impossible to cover the range set of u(t) for the whole time.

An attempt might be made to divide the state x(t) by the accumulated factor 1/st, from time to time,
in order to reset the scale of x(t) and u(t).

Systems having Integer State Matrix (3.2) [11] to describe the encryption method for controllers
having integer state matrix, in this subsection, we temporarily assume that the state matrix of (4)
consists of integers, i.e., F € Z™". In terms of encryption, the benefit of systems having integer state
matrix is that they can be converted to systems over integers by scaling, in which the scale of the state
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is fixed. To see the detail, let us convert the controller (4) to a system over integers, before the
encryption. As the plant output y(t) and the reference output r(t) have already been converted to
integers as (6), we choose a scaling factor 1/s; > 1 for the matrices G and P in (4) so that the part (5)
of the controller is converted to operate over integers as

X(t+1)=Fx(t)+ {E}y(t) + F}E(t) = Fx(t)+ Gy(t)+ Px(t) (16)

S

- X . . . . . . . .
X(O) = |:L—0:| Thanks to the state matrix F consisting of integers, it is seen that the construction is
S
1

noticeably better than (13); as there is no recursive multiplication by a scaling factor as in (13), the
state x(t) has the value of x(t)=(Ls1) for all t. Indeed, let the errors due to the truncation in (16) be

denoted as, O, (t) = |:9:| : y(t) — GL(t) + |:£:| 'f‘(t)— Pl‘(t)’ Oy = |:ﬁ:| -0 , and
S, Ls, S, Ls, Ls, | Ls,

suppose ex(t) and eo in (3.1.4) be given by ex(t)=LsiOx(t) and ej= Lsi10o. Then, it satisfies x(t) =
x(t)=(Ls1) for all t. The conversion for the output (5) is also straightforward; with an additional factor
1/s2>1, it is converted as

a<t>=Lﬂ}xa){i}wt){&}u) R T30+ Q) (7

2 S8, 18,

So that the output l_l(t) is of the (fixed) scale 1/(Lsis2). Thus, the plant input u(t) can be obtained as
u(t) = Lsis2 l_l(t), but more specifically, it is obtained as

m

_ Ls;s, -u.(t

u(t)=S"(a(t)):=colir, Ls;s, -u,(1) : (18)
b r .

wl i=1
Where U, (t)is the i-th component of u (t) eZ"™, and {ry} 1n=1 , of positive numbers are the step sizes
of the quantizers for the plant inputs. As a result, we can regard the result (18) as the same as the
output u(t) of (6), with the term ey(t) in (18) given as eu(t) = Lsis:8ut) + (SY(T(t)) — Lsis2 U(t),
where
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Is the error caused by truncation in (16).

4. First Test of Stability

We establish a test for the asymptotic stability of the equilibrium when D is an open subset of, Ri
= {(X1,..., Xn) € R": x; >0 fori=1,..., n}.

The following proposition relates the equilibrium stability with the sign of certain determinants.

Proposition (4.1) [11] Let D be an open subset of R” containing X= (Xj,..., X, Xa). Suppose that

the function f: D — R" defined satisfies fe C; (D) and f(X) = 0. Let Aj (X) be the determinants
defined by

of (X - of (X
A)= 1y 5}5")%82") Cd=lean (9

Where 3; is a positive constant.
L IFA ()_()for j=1,...,nare positive, then X is globally asymptotically stable.
i, If A ()_()for j=1,..., n has alternate signs starting with a negative value, then X is unstable.

5. Second Test of Stability

The following result focus on determining conditions that allow us to establish the sign of the
eigenvalues of Df (X)through the Gershgorin circles.

Proposition (5.1) [20] Let X an equilibrium point of,
Jo T o J

In
— 21 22 2
Df(x)=|" "* . | (20)
Jnl Jn2 T Jnn
89
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The Jacobian matrix evaluated in X and

n

R,= Y

=LA

J.

7

, €2y

Fori=1,...,n. IfJii <0 and R; < |J; fori=1,..., n then X is locally asymptotically stable.
Corollary (5.2) [20] Let X an equilibrium point, Df( X ) defined in (19), and

R, =Y

i=1,i#]

J.

j

, (22)

Forj=1,...,n. IfJ; <0and R; < |Jjj| forj=1, ..., n then X is locally asymptotically stable.
6. Application of Stability Tests

We apply the two tests formulated to analyze the stability of the following system of ordinary
differential equation:

dx n _
E:ocjxj(l—xj)—cjng, 1=L2,...,n, (23)

Where 0 <oj<landO<aj<l1forj=1,2,...,n.
Stability analysis by test 1 (6.1) [22]
Let, Di={x e R 0<x;<1,j=1,2,...,n}. (24)

The following lemma ensures that all solutions of (23) starting in the closure of D; denoted by Dy,
remain there for all t > 0.

Proposition (6.2) [22] the system (23) has at least 2"+1 equilibrium solution in Dj.
To proof the following proposition, we use the first test of stability.
Proposition (6.3) [22] suppose that the system (23) has an interior steady state
x € DocDiwhere, D ={x e R 0<x;<1,0<x;+x;<1Lj=1,...,n}.

Then this steady state is globally asymptotically stable on the interior set of D1.
n

Proof. From (23) we conclude that: fj = OLJ-XJ.(I — X )— quxk, _] =1,2,...n,
1=

Which implies that
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of (X
aj)—fX) = “j(l _Xj)_o‘j

J

j=12,...,n, (25)

From equilibrium equations we have:

n
a(l-%)-0, 11X, =121, 26)
k=1k#j
Therefore, substituting (25) in (26) we verify the first hypothesis of Proposition (6.3), that is,
of (x) B ,
=—0.X., J=12,...,n. On the other hand,
a)—( 1)
j
1 —\\! _
L (%)= of(x)) of.(x) | (®)) ofx)
Y x ) o&x | &% | &
— \1 no_ -1 no_
= (— OLIXI) (— oF ka) + (— OLJXJ) (— oF kaj
k=Lk#] k=1k#j
(@) Gj

=l =+ I % @7)

Sio TR ioqn. (28)

— 1 - X. 1 - ij . .
Substituting (28) in (27) we obtain: lij (X) =—+ , for 1#].

X; X;

From hypothesis X € Dy, results that 0<X;+ X ;< 1 which implies

(X; +X; )< X+ X, or equivalently (1 -X)X;+ (1-X,)X;> 2X; X ;. The above implies that the

second hypothesis is satisfied. That is I > 2. Therefore X is globally asymptotically stable on interior
set of Dy.
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7. Mathematical Model of Pantograph

The physical model presented in fig.7.1 is described with the following equations of motion:

My + CS(Y3 - YQ) +ks(ys —y2) +krys + CLY3 =0

Mu§2+ (Y, — V3) Tks(y2 —y3) +kp(y2 —y1) =0 (29)
84y 82y 82y 82y
EI@X4 —T@X2 +B8x2 +m§ = f(t)w(x,t)

The system of equations (29) can be substituted by the equivalent system as below:
M;ys + CS(Y3 - YQ) + kS(y3 o y2) + kLy3 + CLYS =0

My §2 + Msy3 + ko + kL y; + kp(y2 = y1) =0 (30)

ot 0’ o’ 0’
axi, -T 8X}2/ +B8x}2, +max—}2] = f(t)w(x,t)

Where yi, y2, y3 are respectively, the deflections of the wire compressed by the oscillating system,
the deflections of the centroid of the masses My and M; from the equilibrium position, y(x, t) is the
deflection of the wire, EI is the bending stiffness of the wire, T is horizontal tension in the wire, B is
viscous damping of the wire, m is the mass per unit length of the wire, ¢s and cL are damping
coefficients, ks, k. and k;, are stiffness elements of the system, yo = y(X, 0) is the micro-irregularity in
X, d is the length of the contact zone between pantograph and contact wire, L is the length of the span
for the wire, g 1s gravity acceleration, t is the time and, f(t) = (Ms +Mu)g — (F +Mu 2 +M; ¥3 + krys +

cLY3)

EI

1 for vt ——<x<vt+—
W(X, t) =<d
0 1n the rest.
L 1 Vt+Q
31 (0)= Tyl e Ol ) = - 1Ty (e e
Vt+5
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Fig. (7.1): Physical model

We introduce dimensionless variables and parameters (where the fundamental natural frequency of
the wire span is o1, the maximum displacement of a simply supported wire when a unit load is applied
in its midpoint is yst), as follows:

X vt \/E ~ &~ Mo+M, o 48
=—, T=—, V= TVzVT, M=——", ¢g=—~—

L L mL 7 MV’
- S M, & _L | Kk G
VT St’“ M, +M, ™ av|M,+M,’
L Kk, -
— |, V, = ——
M, +M, M Cav\M, +M, P
s CL
Cs s QL = )
2\/ks(Ms +Mu) 2\/kL(l\/Is +Mu)
d - L |m
A="% , Vg — 4=V
L nt VEI
Equations (30) have now the following form, using (31):
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(1 _H)§3 +20s (T)Sn(%_ ?’2)+(§’3_ ?2)+ (~0121L Vi 2000, ?3 =0
H§2 +(1—p 3’:3 + ﬁi(?z -Vt ﬁiL Vit 20L®,, 3-;3 =0
1- 0% 1-0°F 1-0'%F 0V ~; \
oy oY, OV Y _F)e(r) (32)

Vet viegt w:oov ov

The following notations are used in equation (32):

?(T) + K/In(g - H§z - (1 - M)§3 - aiL??} - 2C.’La)nL§3)

- L for T—ASQST+é
®(C,t)=1A 2 2 (33)
0 in the rest

A
- _17E -
Yy, = Z jTy(C,r)+ Yo (C)]dc We study the third equation of (32), where is neglected the
A
2

constant force of the right hand for analysis the motion stability of the system, as follows:
1- 0y 1.0y 1.0y 0§
<2 Ard o2 A2 T ma o Ty
Vg 007 Vi oGt vy Ot Ot
2 ) ~2 ~ ~ ~ \~
- _MTC(HY2 + (1 - H)Y3 + 0, Y; — 26,0, ; )W(C) T) (34)

The solution of the equation (34) is expanded after its natural modes

sinj ,j=1,2, ... (corresponding to a simply supported wire) and after the same system of functions
is developed the function VNV(C, T ) Thus, we have the following expression of them:

¥(6,1)= iTj sin j¢

.. 35
~ 2-=28minjA . .. 33)
WG, 1)="Y = sinjgjt
T JA
The functions T; (t ) are defined by the following differential equations:
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dZTj+Lde+(j4 +ij
dt’ vy dt Vi Vi
=t + (1=, + @33, ~26,8,5,)5 i o)
The displacement ¥/, (T) has the expression:
ZiT sin jt (37)
=

In equation (37) we consider an approximation with five terms. Finally, the dimensionless system of
equations that specifies the state problem for the dynamic system, described by fig.7.1, is:

~ ~2 ~ ~ ~ ~2 o~ ~ ~
(1 _H)Y3 +2E|S O)SH(Y3_ Y2)+(Y3_ Y2)+ (DnL Y3 +2DL(’0nL Y3 =0

~ 2 ~ol s injA . .
Ly, +(1—p,t)y2 +Qi(y2 _Z;[TJ(T)"' wj]SI?AJ s1njrj (38)
pu

2 . .
o e o 4T 1-dT, (J4 JZJT

+ O‘)nLY3 2C.’L(’0nLY3 = O’ = + Ry ]

2
dt’ Vg dt \ Vg Vi

- ~ ~ ~2 ~ ~ ~ . . .
= —ZM(py2 +(1-p)y, +@2, ¥, — 2,0, , )sm . 1=12,...
In equation system (38) we use the notations:
~ mL’ ~2 m v, =M
Vf]:—zvz, Vi=—V", V=
Elr T BL

The initial conditions for the system of equations (38), considered known, that assure the uniqueness
of the solution, are:

?3 (O) = ?03 ) ?3 (0) = ?03 ) ?2 (O) = ?02 >
§2 (O) = ?Oz’ T, (0) 0i 2 T, (O) s 1=12,...
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8. Numerical Tests

The above theoretical exposure is analyzed in this paragraph for concrete physical model described
by fig.8.1. The values of the contact wire parameters, used here for all the tests, are defined by the
span length L = 60[m], by the mass of the wire per unit length m = 0.63[kg/m] and by viscous damping
B =0.1[Ns/m]. The values of the pantograph dynamical system parameters, used here for all the tests,
are defined by the concentrated masses My = 2.2[kg], Ms = 19.8[kg], the value of the rapport

u = My/(M;s +My) = 0.1 and 3s = 0.3, . = 0.3. The physical model of pantograph chosen here is
obtained by decomposition of pantograph mass in two concentrated masses with hypothetical values
of the parameters and with a hypothetical design. The stiffness k, = 2250M/m is also used in the
mathematical model calculation.

Identification of the stability and instability zones (8.1) [6] we consider also the following fixed
dimensionless values of the parameters:

~

0, +3.185 ¥, =198, @, =048, ¥,=9096. (39)

The corresponding real values of the parameters are:

k
v=-L P —60.64m/s], Pp=—"v=0.1[Ns/m],
Q. M, + M, v,L
wao,,
Jk, = . JM_ +M, =7.148 N/ m],
VEI =—L Jm =10 [Nm?], EI =102[Nm?].
wao,,

The free parameters in the plane of parameters are in these case dimensionless variables @,  and V

T for which correspond, respectively, stiffness element ks of the system and horizontal tension in the
wire T, real parameters of the dynamical system. We analyze the stability of motion for the

dimensionless displacement ?2 of the concentrated mass My in the free vibration of the system. In
fig.8.1 is plotted with continuous line the domain of periodic solutions of ?2 in the two chosen

parameters plane defined by the variables ajnsand VT, in the case of free vibrations of the system.
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Fig. (8.1): Stable and unstable zones in the plane of parameters

On the figure are specified the stable and unstable zones of the displacement ?’2 . The algorithm, has
been applied for perform the stability regions from fig.8.2.

Influence of pantograph speed on the system stability (8.2) [6] We study influence of the
pantograph speed on the stability of the dynamical system described by equations (3.3.10), where j =
1,2, ..., 5. Evolution of the displacement ?2 , of the concentrated mass Mu, is used for analyze the
motion stability of the physical model from fig.8.1.

The last real values of the parameters, that define the mathematical model of dynamical system tested
here, are ks = 40N/m, T = 1500N and v = 25m/s, 30m/s, 35m/s. In fig .8.2 are plotted evolutions of
the displacement ?zversus dimensionless variable T that correspond to real variable of time. For

fixed values of the parameters of the dynamical system, with exception of the speed v, we have
identified existence of the critical value of the speed v of the dynamical system, looking the curves
drown in fig.8.2. By choosing of other free parameter of the system, as tension T in the wire, we can
identify other critical values of the dynamical system described by physical model from fig.8.1.

The values of the free parameter, chosen in the neighborhood of the critical value, permit us to find
influence of the all-other parameters of the dynamical system pantograph — contact wire on its
evolution.
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Fig. (8.2): Influence of speed v =25m/s, 30m/s, 35m/s, on mass Mu evolution

The results underline possibility to study evolution of our concrete dynamical system by the
mathematical model attached to physical model.

9. Result

For a system having an integer state matrix F € Z™*", the encrypted controller (4)—(5) can be
implemented over encrypted data without scale drift, ensuring that decrypted states and outputs retain
fixed precision 1/(Ls;) and 1/(Ls;s,) for all time, provided quantization errors remain bounded.

10. Summary

The paper integrates homomorphic encryption with dynamic control systems, proposing methods to
avoid precision decay by restricting to integer state matrices. It derives two stability criteria
(determinant-based and Gershgorin-based) and applies them to a pantograph-catenary model.
Numerical experiments reveal stability regions and critical speeds, validating the theoretical
frameworks for secure and stable control under encryption.
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