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Abstract

The study, which targeted SMEs, aims to determine the risks to cybersecurity in these
institutions and implement countermeasures to reduce these risks, such as regulatory,
material and technical measures.

The study relied on the method of applied research, through a comprehensive
questionnaire consisting of several departments targeting more than 60 institutions.
For the purpose of data analysis, we used the Information Security Governance (ISG)
assessment tool to measure the extent of conformity of implementation and actual
documentation the requirements of the standard specification for SMEs in Saudi
Arabia.

The study reached several results, the most important of which is that cybersecurity
in SMEs is exposed to many risks and threats, and that there is a weakness in
legislation and laws that protect cybersecurity and the lack of written policies of most
institutions participating in the questionnaire confirms the extent of this weakness.

We have seen that the role of the national cybersecurity authority in the Kingdom of
Saudi Arabia is good but needs to make more practical efforts to enhance
cybersecurity inside and outside institutions.
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At the end of the study, we presented a framework that contains the most prominent
international standards for building safe cyber institutions, which include standards
for risk management, risk reduction and response, work environment security, access
control, communication security, physical security, external relations, and employee
awareness training.

Keywords: Cybersecurity, Security of SMEs, Cyberspace.
Chapter One: Project Outlines
Introduction

This project aims to create a cybersecurity framework based on the outputs of the
questionnaire, interviews, etc. that were directed to the SMEs in Saudi Arabia. The
questionnaire was divided into a set of sections, with each section containing a set of
questions. All these sections are related to the cybersecurity. Special focus was made
on the points that didn't have clear answers by these institutions, in order to guide
them on the best practices and to deliver the right security guidance, which could be
used by the different SMEs to enhance their security posture and protect them from
different security threats. The framework was based with reference to standard
procedures that are accepted by the cybersecurity community worldwide.

This project pays special attention to assist SMEs in Saudi Arabia to assess their
cybersecurity situation; and review possible ways to enhance their security and to
provide a coherent roadmap and mechanisms for implementing and achieving the
national vision on cybersecurity in these institutions. So that they become safe,
vibrant, resilient, and reliable institutions that protect their assets and interests and
promote participation in cyberspace for economic prosperity.
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Problem Statement

The I (TS) 2 Company, the first managed security services provider in Saudi Arabia
in 15 years. Indicated that 49% of cyber phishing attacks are primarily directed at
small institutions, followed by medium [1].

Ponemon Institute, which specializes in information security, revealed that 64% [2]
of the medium and small institution in the Saudi Arabia do not have security policies
that make them able to confront breaches and phishing. So, there is a big gap
separating institutions from following security standards and procedures, and not all
institutions have solid cybersecurity framework to follow in their work. This will
negatively affect the institutions' business and the performance of its employees.
Additionally, there is lack of auditing on the state of security and the performance of
employees, and the absence of deterrent actions that stops the employees from
breaking the security procedures, and also the lack of awareness of the employees
and stakeholders regarding the recommended security procedures must to follow
within the institutions.

Through our research that targeted 64 SMEs, we found that 76.6 % of the institutions
did not deal with government agencies regarding cybersecurity, and that 46.9% had
absolutely no written strategy for cybersecurity. and that 46.9% do not have any
ongoing training program to build skills and competencies for cybersecurity.

So the results are worrying, and we will list the impact of cyber risks on institutions
in particular and national security in general:

e The sabotage operations that hit some websites.

e Fraudulent practices.

e Electronic blackmail.

e Exploitation occurs online, especially when employees are not aware.
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e Economic sabotage by denying citizens access to governmental and non-
governmental electronic services.

e Coordinated electronic espionage.

e Malicious interference with computer systems and other digital devices.
e Electronic hacking.

e Theft of intellectual assets.

e Electronic terrorism.

e Online financial.

e Money laundering.

e Denial of service.

All of these things are inconsistent with the development and advancement policy of
any institution and have the economic impact that would be enough to destroy any
institution.

Research Questions

Therefore, the aim of the project is to understand the extent to which the small and
medium-sized companies in the Kingdom of Saudi Arabia implement the principles
of cybersecurity and thus the research questions are:

1. What is the extent of the implementation of SMEs in the Kingdom of Saudi
Arabia on the principles of cybersecurity?

2. What is the minimum number of cybersecurity requirements that must be
implemented by SMEs in Saudi Arabia?

3. What is the proposed cybersecurity framework for SMEs in the Kingdom of
Saudi Arabia?
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Objectives

The main objective of this project is to assess the situation of SMEs in the Kingdom
of Saudi Arabia, and to assist them in applying best practices to maintain their
cybersecurity, based on internationally recognized frameworks such as COBIT, ISO
and NIST. The framework addresses security requirements in terms of integrity,
confidentiality and availability of information.

Definition of Cybersecurity: The activity or process, ability or capability, or state
whereby information and communications systems and the information contained
therein are protected from defended against damage, unauthorized use or
modification, or exploitation [3].

Types of Cyber Security Threats:

e Ransomware: It is a malicious program that restricts access to the computer
system that infects it, and demands a ransom payment for the program maker in
order to access files.

¢ Phishing: An attempt by hackers to gain critical information about victim such
as credit card details by showing themselves as a trusted entity in an electronic
connection.

e Social engineering: Defined as tricking people into obtaining data, information
or money that should be private and safe.

e Malware: It is software that is intentionally included in a computer system for
malicious purposes, without the owner’s consent. It may be used to disrupt
computer operation, collect sensitive information, or access private computer
systems.
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What are the Cyber Risks?

Cyber risks are the possibility of a threat and fragility within an organization's
cyberspace, which harms the security, safety, and availability of information systems
and basic infrastructure.

The following are definitions of key elements in information security, that we seek
to achieve:

Table (1): Key Elements In Information Security

Key Definition

Confidentiality The data element that will provide a reliable, consistent and repeatable value for
confidentiality would be the asset’s data classification rating. This typically reflects the
sensitivity of the data stored, processed, or transmitted by the asset and if it has been
accurately reported to the assessor [4].

Integrity Ensure that no unauthorized transformation of information occurs while the information is
under the custody of enterprise LANSs [5].

Availability Ensure that the system is reliable and available with uninterrupted access to authorized users.

Non-repudiation | Certainty that someone has done something related to information and its inability to deny
that it actually did this work.

Importance of the Project
e Search how to determine the actual security level of a company.
¢ provide quick, immediate and easy way to make security assessment for SMEs.
e To regulate and empower the cybersecurity practices of the SMEs.
e To increase the overall cybersecurity maturity level of the SMEs.

e To define an overall set of cybersecurity requirements that shall be implemented
in SMEs.

e To achieve confidentiality, integrity, and availability in SMEs.

e To encourage the SMEs to apply best practices for cybersecurity measures.
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e Cooperating with the National Cybersecurity Authority (NCA) in Saudi Arabia
to achieve vision 2030.

Scope:

In this search, we provide a comprehensive set of cybersecurity requirements that
must be implemented by the SMEs in Saudi Arabia to fulfill the minimum-security
requirements. By establishing a security operation document we will target SMEs in
Saudi Arabia; such as ISPs (Intranet Service Providers) and any other organization
that at least have a website, a facebook page, or private email that they use to offer
services to their clients. Also, the cybersecurity framework will include the following
levels: management level, technical level, stakeholders and clients.

Project Plan
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Figure (1): Project Plan
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Chapter Two: Literature Review
2.1 Introduction

With the beginning of the era of computers, crime related to computers caused
physical damage to devices or infrastructure. In the 1980s, the path changed to target
computer software using malware, and with the advent of the Internet and its
availability in 1996, e-crime expanded and its spread became wider. Every second,
about 25 computers became a victim of cyberattack and about 800 million people
were affected by it until 2013 [6]. This number is very conservative because most
cases have never been reported.

Cybersecurity frameworks contains a set of technical, guidelines, organizational and
administrative means that are used to prevent unauthorized use, misuse of
exploitation and restore electronic information and communication and information
systems that contain it with the aim of ensuring the availability and continuity of the
work of information systems and enhancing the protection, confidentiality and
privacy of personal data and taking all necessary measures to protect citizens and
consumers from the dangers in cyberspace. So cybersecurity is a strategic weapon in
the hands of governments and individuals, especially since cyber warfare has become
an integral part of modern tactics of wars between countries.

Cybersecurity has become an essential part of any national security policy, as it has
become known that decision makers in the United States of America, the European
Union, Russia, China, India and other countries have become categorizing cyber
defense/cybersecurity issues as a priority in their national defense policies. In
addition to the above, more than 130 countries around the world have announced the
allocation of sections and scenarios for cyber war within the national security teams
[7]. All these efforts add to the traditional security efforts to combat cyber crime,
cyber fraud and other aspects of cyber risks.
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We study the current cybersecurity frameworks like ISO IEC 27001, COBIT, NIST
and The national cybersecurity authority at saudi arabia to understand the nature of
cybersecurity frameworks; to create effective strategies for SMEs used to protect
their assets from cybersecurity attacks; to know the challenges that faced; and
develop a framework for SMEs in Saudi Arabia.

2.2 1SO IEC 27001

ISO/IEC 27001 is an information security standard, part of the ISO/IEC 27000
family of standards, of which the last version was published in 2013, with a few
minor updates since then [8].

This framework helps companies maintain the security of their information. The ISO
27001 system is used by thousands of companies around the world and allows them
to create an effective and clear system to keep confidential data so that it is safe and
at the same time available to authorized users. This standard combines procedures
and workforce security requirements, as well as the company's physical and technical
aspects.

The International Organization for Standardization (ISO) defines 1SO 27001 as
follows: The ISO/IEC 27001: 2013 standard defines requirements for the
establishment, implementation, maintenance and continuous improvement of a
cybersecurity management system. I1SO 27001 also includes requirements for
assessing and addressing cybersecurity risks according to the needs of the
organization. The requirements set forth in ISO/IEC 27001: 2013 are general
requirements and aim to apply to all institutions, regardless of their type, size or
nature.

Why is ISO 27001 Important?

Security risk management is a vital component of an effective security plan, and
there are many options available to companies. Therefore, a reliable standard such
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as 1SO 27001 provides comprehensive general guidelines for creating a security
system and information recovery plan in the event of a security breach.

The 1SO 27001 standard includes all requirements necessary to investigate the
company's information security risks and considers threats, vulnerabilities and
potential breaches of that company. It consists of a guide to select and implement a
set of data security controls, measures and procedures to manage the company's most
difficult risks. It also highlights the need for continuous follow-up so that security
measures are constantly updated, risks are addressed and the organization's
individual information security needs are continuously met.

Reduce the chances of
security breaches within your
IT environment

Control of Confidentiglity of
IT risks ’ ’ the informetion

Minimization of
IT risks, possible

Lower costs demege and
consequential
costs
BENEFITS
OF
ISO 27001
Systematic Competitive edge

detection of
vulnerabilities

due to recognized
standard

":’
Fuffillment of Increase in trust with
internationally recognized respect to partners,
A

requirements customers and the public

structured method to
address complience
requirements

Figure (2): Benefits Of ISO 27001
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If you want to implement the 1SO 27001 system in order to apply for the 1ISO 27001
certification for marketing purposes or apply it to make the institution conform to
international standards in information security management. Applying the standard
returns to you with many benefits, some of which we mention in the following
infographic: [9]

2.3 COBIT

COBIT (Control Objectives for Information and Related Technologies) is a
cybersecurity framework that integrates a business’s best aspects to its IT security,
governance, and management. ISACA (Information Systems Audit and Control
Association) developed and maintains the framework[10]. COBIT is a standard
framework consisting of several tools that help enterprise managers to reduce the gap
and reduce risks between information systems and technical needs.

This framework also helps to provide a pre-road map for communication between
the activities of the information and communication systems departments with the
organization’s managers, shareholders and other parties that may have a relationship
or interest in information systems governance.

The framework contains a set of monitoring and follow-up systems, the most
important of which are:

e A basic system for linking monitoring systems, as each system contains data,
inputs and outputs of the system.

The main activity or activities for each system.

The goals of the system.

Performance indicators for each system.

A general model for measuring the performance of an organization.
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The COBIT framework attempts to link the organization's primary goals with
business systems and the goals of the IT Department. This is done through the
following:

e Standard modeling related to information systems for easy reading and
implementation.

¢ Provide models to measure achievement and performance.

e Connecting the responsibilities and the officials of the organization at all levels
up to the level of information technology systems.

The framework contains the following components:

¢ Planning and organizing

e Ownership and implementation.

e Delivery and assistance.

e Monitoring and evaluation.

e Characterization and maps of systems in line with previous pillars.

o Subsidiary control systems for monitoring systems and measuring performance.
e Guidance for clarifying relationships and responsibilities between work systems.

e Linking to other standard systems related to planning, implementation and
follow-up.

The COBIT assist in creating a complete system of governance for work systems at
the level of services provided to clients and linking them to the governance of work
systems and work systems with information and communications technology.

2.4 NIST Cybersecurity Framework
The national institute of standards and technology offered a cybersecurity framework
in 2014 after hold effected meetings with owners of institutions and senior officials
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in the field of cybersecurity, conducted opinion polls, and workshops attended by
thousands. This framework provides a guide for the different institutions from
different fields to protect their systems from cybersecurity attacks includes "review
of cybersecurity practices, improvement of existing security, communicating
cybersecurity requirements and revising cybersecurity practices.” NIST can be
applicable to different institutions to keep their online platforms safe.

NIST cybersecurity framework has five core functions; identify, protect, detect,
respond and recover.

Table (2): Five Core Functions for NIST Framework

Function Definetion

Identify | with this function. The existing assets must be determined, and the priority and sensitivity of these
assets must be arranged according to the strategic objectives.

Protect | supports maintaining the critical infrastructure and containing the impact of any security event that

may occur.
Detect It detects activities that may be a precursor to an event that violates the safety system.
Respond Implement appropriate procedures regarding a cyber security event.

Recover It is based on the existence of flexible and thoughtful recovery plans in an attempt to recover any
services that were suspended or weakened due to a cyber security event. With Taking lessons from
the attack that happened.

NIST is in the process of continuous development and improvement to manage
cybersecurity at all levels and take feedback from audiences and experts to
understand the next procedures and developments.

NIST’s Cybersecurity Core Program [11]
¢ Research, Development, and Specification:

o Security Mechanisms (e.g. protocols, cryptographic, access control,
auditing/logging).

o Security Mechanism Applications: confidentiality, integrity, availability,
authentication and non-repudiation.
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e Secure System and Component configuration.

e Assessment and assurance of security properties of products and systems.
2.5 The National Cybersecurity Authority

The National Cybersecurity Authority (NCA) is the government entity in charge of
cybersecurity in the country, and it serves as the national authority on its affairs. The
NCA was established in 2017. The NCA has both regulatory and operational
functions related to cybersecurity, and it works closely with public and private
entities to improve the cybersecurity posture of the country in order to safeguard its
vital interests, national security, critical infrastructures, high-priority sectors, and
government services and activities [12].

The NCA established the National Cyber Security Center (NCSC) to build a secure
and flexible e-space sphere to protect the priorities of the country and its citizens.
The NCSC will also be boosting the economy through enhancing cooperation with
government agencies and vital installations that are sensitive to cyber-threats,
responding to cyber-incidents and activating security knowledge of the situation
[13].
The Most of NCA'S Prominent Achievements:

e Issuance of the national manifesto, which is known as "Strengthening

Cybersecurity™ with its binding rules for all parties to protect their security
especially their data security [14].

e Develop policies, governance mechanisms, frameworks, standards, controls and
guidelines related to cybersecurity, circulate them to the relevant authorities,
follow up on their commitment to them, and update them [15].
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e Licensing individuals and non-governmental organizations to engage in
activities and operations related to cybersecurity determined by the authority
[16].

e The launch of programs aimed at building national capacities in the field of
cybersecurity. Like Cybersecurity Training Program (CyberPro) which aims at
raising the competency of public-sector employees working in the cybersecurity
field and recent university graduates in majors related to cybersecurity [17].

¢ Organization of many partnership workshops in cooperation with government
agencies to raise awareness, readiness, maturity and sharing of information in
the field of protection against cyber-threats at the national level [18].

e Developing performance indicators for cybersecurity, and preparing periodic
reports on the state of cybersecurity in the Kingdom at the national and sectoral
levels [19].

How is SMEs Responding to NCA in Saudi Arabia?

The NAC considers each entity, public or private, an essential partner in achieving
the goals for which it was established. The authority has confirmed that it is the
competent authority which specialized with cybersecurity in the Kingdom, and that
does not absolve any public or private party or any other of its responsibility towards
cybersecurity in a manner that does not contradict the authority tasks.
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2.6 Comparison between ISO IEC 27001, COBIT and NIST SP 800-53 [21]
Table (3): Comparison Between ISO IEC 27001, COBIT And NIST SP 800-53

Requirement COBIT ISO NIST
Comprehensive coverage Yes Yes Yes
Harmonizes relevant business and compliance requirements No No No
Prescriptive controls Yes Partial Yes
Practical and scalable controls Yes No No
Risk-based rather than compliance-based Yes Yes Yes
Supported and maintained by a third party Yes Yes Yes
Vetted by healthcare and industry experts No Yes Yes
Open and transparent update process No Yes Yes
Detailed audit or assessment guidance Yes Yes Yes
Consistency and accuracy in evaluation Partial Partial Yes
Certifiable for implementing organizations Yes Yes Partial
Assess once and report many No Partial | Partial
Support for third-party assurance Yes Yes Partial

Therefore, all relevant institutions shall be committed to the following: [20]

1. Enabling the authority to carry out its functions and implement its tasks fully.

2. Immediately notify the authority of any danger, threat, or breach of its
cybersecurity, real or potential.

3. Implementing policies, governance mechanisms and frameworks and applying
the criteria and controls approved by the authority.

4. Full cooperation with the authority.

5. Providing the authority with the documents, information, data and reports
necessary to carry out its functions and tasks and enabling it to examine the
devices, networks, systems and software of these entities.
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2.7 Frameworks Scope, Advantages and Drawbacks: [22]

Table (4): Frameworks Scope, Advantages and Drawbacks

Framework I Scope [ Advantages [ Drawbacks

COBIT 5.0, Risk 1T, trol model approach. Risk IT fo- | ¢ Compatible with audit procedures
Val IT (2012) cuses on IT-enabled risk manage- | ¢ Uses RACI (Responsible-

e Emphasizes relationships between
business and IT processes
IT governance (COBIT) combines | ¢ Includes aspects of control, risk, cost

a business perspective and IT con- efficiency and maturity level practices

ment and Val IT covers financial Accountable- Consulted-ITnformed) tion

IT govemance charts presenting a detailed allocation
of responsibilities

SABSA (2009) a security architecture in an enter-

Framework for the development of tion of layers cybersecurity at an equal detail level

prise sion, interfaces and attributes difficult to properly implement

ITIL 3.0, M_o_R (2011) management, combining IT ser- practices

e Popular and widely used description
language
A set of practices for IT service | ¢ Recommendations based on best

+ Expensive to implement
+ Long time to implement correctly

vices with a business perspective « IT service management considered in

. . management framework
a systematic and consistent mamer

CC-ISO 15408 wver. 3.1 tions, devices)
(2009)

. . : : Expensive to implement
o Facilitates risk assessment in relation | * p P

International technical standard for to particular assets (systems, applica-

IT cybersecurity certification of

products telated ta TT o Defines different levels of cybersecu-

rity and quality requirements
¥ q ¥ req or product

Chapter Three: Methodology

This study requires an assessment of cybersecurity at the level of SMEs in the
Kingdom in order to identify weaknesses in information systems, websites,
networks, and data processing operations, as well as weaknesses in the infrastructure
of vital information in institutions. The assessment of institutional weakness helps to
assess the level of their lack of preparedness and the need to protect information
infrastructure. The aim of the study is to build mechanisms for taking
countermeasures that will facilitate the ability of institutions to address
vulnerabilities between information systems, vital information infrastructure, and
protect their future existence in cyberspace.
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3.1 Curriculum and Research Method

The two researchers, using the applied research method, through field coexistence,
interviews, and a comprehensive questionnaire consisting of several sections are
shown in the appendix (1) were determining the degree to which of SMEs in Saudi
Arabia have implemented an Information Security Governance (ISG) framework at
the strategic level within their institution, and for the purpose of data analysis, we
used the Information Security Governance (ISG) assessment tool to measure the
extent of conformity of implementation and actual documentation the requirements
of the standard specification for SMEs in Saudi Arabia. Based on this tool, a score
was determined for each question of the questionnaire shown in Table No (1). The
number (4) represents the highest score (fully implemented) and the number (0)
represents the lowest score (not implemented).

Table (5): Scoring for questionnaire questions

Item Score

Not Implemented 0
Planning Stages 1
Partially Implemented 2
Close to Completion 3
Fully Implemented 4

3.2 The Research Sample

After we had prepared the questionnaire, we presented it to the competent supervisor
so that he ruled it. We took the notes from him and made the necessary adjustments,
then we decided that the way of distributing the electronic questionnaire via Google
forms in Arabic to a sample of people who have or work in small or medium
companies in the Kingdom of Saudi Arabia; the selected persons have knowledge of
the cybersecurity situation in their institutions so that the results are accurate and
transparent. 64 institutions participated in filling this questionnaire. This task took
three weeks.
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3.3 Questionnaire Details

We have a questionnaire with five sections (institution information, risk
management, people, processes and technology); each section has a set of related
questions. Each department has a specific set of points to measure whether or not the
organization adheres to cybersecurity standards and also to determine its compliance.

We made sure that the questions were appropriate for the intended institutions of the
study, as we moved away from the complex details in cybersecurity, so that the
questionnaire would be realistic and in hands to SMEs. We also provided the
questionnaire in Arabic language so that it is understandable and appropriate to the
target group as the Arabic language is the mother tongue in Saudi Arabia. See Table
(3) explaining the sections and the questions of each section.

Table (6): questionnaire sections

Section #Questions
1 Institution Information 8
2 Risk Management 8
3 People 7
4 Processes 33
5 Technology 10
Table (7): Questionnaire
Section I: Institution Information
1.1 Institution name and field of work
1.2 Contact name and job qualifications
1.3 E-mail
1.4 Mobile Number
15 Number of Employees
1.6 Did you deal with the National Authority for cybersecurity in Saudi Arabia?
1.7 Your comments if you deal with the National Authority for cybersecurity in Saudi Arabia.
1.8 Have you interacted with government agencies regarding cybersecurity?
Section II: Risk Management
Score | Scoring: Not Implemented = 0, Planning Stages = 1, Partially Implemented = 2, Close to Completion
=3and Fully Implemented = 4.
£l pndl oI (3 5a grali po livuns 5o 50 Ja 2.1
Sy Galad) ) () el 5 3 g3 L s im0 Aguai N Cilaa) apaal jlalaiall Ui s e < jal Ja 2.2
fleale aaiad 3l caills ol g daled) J pa¥) clives 5o canas Ja 2.3
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Section 1V: Processes

Security Technology Strategy
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3.4 Scoring Tool
After the institution completes the questionnaire, the examination is as follows:

First: The institution determines total reliance on IT score as shown in the table (8).
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Table (8): Total reliance on IT score

Low High Dependency
0 8 Very Low
9 16 Low
17 32 Medium

33 48 High

Table (8): Total security assessment score

Total risk management score
Total people score
Total processes score
Total technology score
Total security assessment score (risk management, people, process and processes)

Second: calculate the total score in each section, and after that calculate the total of
all sections (total security assessment score) as shown in the table (9).

Third: Overall security evaluation rating.
Table (10): Overall Security Evaluation Rating

Reliance on IT Program Rating Ranges| Overall Assessment

0 =P oor
00 -INeeds Improvement

J|Good

0 SPoor
-LiNeeds Improvement

D J|Good

0 =P oor
0 -iINeeds Improvement

J|Good

0 SPoor
LN eeds Improvement

0 J|Good

0 L Poor
0 -INeeds Improvement

JGood

Example: If we had a software company, the number of employees was about 20
employees, and its reliance on information technology with score 47 points and the
results of the questionnaire appeared as follows:
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Total risk management score 40

Total people score 25

Total processes score 70

Total technology score 55

First: Reliance on information technology 47 points, meaning that it relies with high
level on information technology according to table (4).

Second: Total security assessment score = 190.

Total risk management score 40

Total people score 25

Total processes score 70

Total technology score 55

Total security assessment score (risk management, 190
people, process and processes)

Third: High reliance on IT with total security assessment score = 190 so the overall
security evaluation rating = needs improvement according to table (6).

Chapter Four: Results
4.1 Study Hypotheses

The study questions arise from: (What is the reality of cybersecurity in SMEs in
Saudi Arabia? And what are the ways to develop them?) The following hypotheses:

e The First Hypothesis: Infrastructure protection positively affects the cyber
security of the institutions. From this hypothesis, the following sub-hypotheses
are derived:

1. The availability of physical protection affects the institutions positively.
2. The availability of software protection affects institutions positively.

3. The availability of individual protection has a positive impact on institutions.
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e The Second Hypothesis: the existence of written policies is very important in
SMEs.

e The Third Hypothesis: Control of access to information systems affects
institutions positively.

e The Fourth Hypothesis: The availability of regulatory measures to control
information systems affects the management of cybersecurity positively.

4.2 Results of Statistical Testing

We depend on "information security governance assessment tool for higher
education” to create our questionnaire. 64 SMEs institutions in Saudi Arabia shared
in this questionnaire and based on their response, we received the following results:

e First Section (Institution Information):

AP UPTTN| TS FEV-PNSNENT- SN SUET PR PR 13 Y

54 responses

Figure (3): Questionnaire questions, enterprise information section, Q#1
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18.8%

Figure (4): Questionnaire questions, enterprise information section, Q#2

Approximately 19% of the institutions deal with the National Cybersecurity Authority
and 23% of the deal with a government agency concerned with cyber security, and
most of them commend them and the Kingdom's efforts to maintain institutional
security.

e Second Section (Risk Management):
This section assesses the risk management process as it relates to create an information
security strategy and program.

8 A rall (a5 3 pa s g dlisssa 2l

64 responses

Figure (5): Questionnaire questions, risk management section, Q#1
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That the organizations that have a documented program for cybersecurity and fully
Implemented 14.1% and close to completion 7.5%, Partially Implemented 3.4% and
26.6% the planning stage and 48.4 do not have any documented cybersecurity
program.

£y anladl el ¥ el Aol Lpees a1 i 0 Calon ) aaatl LI a0 e cual s

&4 responses

Figure (6): Questionnaire questions, risk management section, Q#2

That the Organizations that have conducted a risk assessment to identify the main
objectives to be supported by their cybersecurity program and fully Implemented
10.9% and close to completion 9.4%, Partially Implemented 6.3% and 23.4% the
planning stage and 50% not Implemented.

Slanle aates a0 Calle g5 el Joat Slioi e cinas o

64 responses

Figure (7): Questionnaire gquestions, risk management section, Q#3
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The organizations that have identified important assets and the functions that depend
on them and fully Implemented 14.1% and close to completion 10.9%, Partially
Implemented 10.9% and 21.9% the planning stage and 42.2% not Implemented.

Can w5 Japen™T e (80 85 pall Ciesall Tl a5 iba sleall el emaliengt vt 23 s

54 responses

@ lobsddiala pe 8
O Sie wom

@ JeS e s
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Figure (8): Questionnaire questions, risk management section, Q#4

The Organizations that have identified information security threats and vulnerabilities
associated with both assets and important functions and fully Implemented 12.5% and
close to completion 7.7%, Partially Implemented 9.4% and 18.8% the planning stage
and 51.6% not Implemented.

pEEE "*—“—l-ﬂ-,-'-_s,_‘;;' tha if_!'s;,'ll}u:l]"-k&’_r 3 el ',;‘_lt—

54 responses

Figure (9): Questionnaire questions, risk management section, Q#5
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The Organizations that have assigned a cost to lose an important asset or functions
and fully Implemented 9.4% and close to completion 6.2%, Partially Implemented
10.9% and 26.6% the planning stage and 46.9% not Implemented.

€ el S A 3 Zua il il Sl s

64 responses

Figure (10): Questionnaire questions, risk management section, Q#6

The Organizations with a written cybersecurity strategyand fully Implemented 12.5%
and close to completion 3.2%, Partially Implemented 7.7% and 29.7% the planning
stage and 46.9% not Implemented.

aall ca odled S8 Jse (gste I Slalad Julss I < His S a0l 3y o€l o el S Fa il A penS
o . - Nline. o oualides L E
eilaledl 2 bl plan =¥ e Y

64 responses

@ SVl ge s
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22.8% / i

Figure (11): Questionnaire questions, risk management section, Q#7

The Organizations that have sought to include their written cybersecurity strategy
plans to reduce risk to an acceptable level effectively, with minimal operational
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disruptions and fully Implemented 7.8% and close to completion 10.9%, Partially
Implemented 6.3% and 32.8% the planning stage and 42.2% not Implemented.

€33 Fagall il b Laase KT ST U0 J5Y1 e Lhias s Gaa sl iyl Seal s s

64 responses

Figure (12): Questionnaire questions, risk management section, Q#8

The Organizations that review and update the strategy at least annually or more when
significant changes require it and fully Implemented 12.5% and close to completion
3.3%, Partially Implemented 7.7% and 28.1% the planning stage and 48.4% not
Implemented.

e Third Section (People):

This section assesses the organizational aspects of your information security program.

!5 | = 1
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Figure (12): Questionnaire questions, people section, Q#1
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The Organizations that have a person or group responsible for maintaining the safety
program and ensuring compliance and fully Implemented 21.9% and close to
completion 1.5%, Partially Implemented 20.3% and 25% the planning stage and
31.3% not Implemented.

Ao D0 mhe all g s peal iz all 3 panall e 3k se s o pte ey e

84 responses
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Figure (14): Questionnaire questions, people section, Q#2

The Organizations in which cybersecurity managers and staff possess the necessary
expertise and qualifications and fully Implemented 18.8% and close to completion
10.9%, Partially Implemented 3.1% and 26.6% the planning stage and 40.6% not
Implemented.
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64 responses

@ Josis e

Figure (13): Questionnaire questions, people section, Q#3
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The Organizations that clearly define responsibilities for all areas of cybersecurity
infrastructure, compliance, operations, and audits and fully Implemented 10.9% and
close to completion 12.5%, Partially Implemented 78% and 29.7% the planning stage
and 39.1% not Implemented.

ST a2 e ST dads el ) Sl 8T ae el e 55080 soladin s Lan B 220 il Jalasl 2wl socae Al shiee et
9(‘;15 e ]

54 responses

Figure (14): Questionnaire questions, people section, Q#4

The Organizations assigning specific responsibility for implementing business
continuity plans and restoring the ability to work after disasters (both inside and outside
the cybersecurity function) and fully Implemented 12.5% and close to completion
9.4%, Partially Implemented 14.1% and 28.1% the planning stage and 35.9% not
Implemented.
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Figure (15): Questionnaire questions, people section, Q#5
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The Organizations with an ongoing training program to build skills and competencies
in cybersecurity and fully Implemented 10.9% and close to completion 12.5%,
Partially Implemented 6.3% and 23.4% the planning stage and 46.9% not
Implemented.

Py L A0S I TR | A K LYY SN | BT O SO 1 AP PO | IO N G| KON R M AR\ JE YTV | BP0 PR Y PR PRRERS 1Y
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Figure (18): Questionnaire questions, people section, Q#6

The Organizations that the cyber security officer is actively working with other units
(human resources, personnel affairs, administration) to develop and implement
compliance with cyber security policies and practices and fully Implemented 12.5%
and close to completion 10.9%, Partially Implemented 6.3% and 29.7% the planning
stage and 40.6% not Implemented.
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Figure (19): Questionnaire questions, people section, Q#7

The Organizations that have implemented a cybersecurity education and awareness
program so that all officials, employees, external suppliers, guests, and others know
the cybersecurity policies that apply to them and clarify their responsibilities and fully
Implemented 15.6% and close to completion 10.9%, Partially Implemented 7.9% and
20.3% the planning stage and 45.3% not Implemented.

e Forth Section (Processes):

1. Security Technology Strategy
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Figure (16): Questionnaire questions, processes section, Q#1
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The Organizations with a formal information security architecture, based on risk
management analysis and cybersecurity strategy and fully Implemented 14.1% and
close to completion 7.7%, Partially Implemented 12.5% and 18.8% the planning stage
and 46.9% not Implemented.
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Figure (17): Questionnaire questions, processes section, Q#2

The Organizations that update the security architecture periodically to take into
account new needs and strategies and change security threats and fully Implemented
12.5% and close to completion 10.9%, Partially Implemented 6.3% and 29.7% the
planning stage and 40.6% not Implemented.
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Figure (18): Questionnaire questions, processes section, Q#3
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The Organizations that have established procedures to involve security personnel in
assessing and addressing any security implications before purchasing or introducing
new systems and fully Implemented 9.4% and close to completion 15.6%, Partially
Implemented 10.9% and 25% the planning stage and 39.1% not Implemented.
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Figure (19): Questionnaire questions, processes section, Q#4

The Organizations that, if it is found that the published system does not comply with
its official structure and have a process and time frame to make it compatible or remove
it from the service or commercial applications and fully Implemented 9.4% and close
to completion 15.6%, Partially Implemented 6.2% and 26.6% the planning stage and
42.2% not Implemented.
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Figure (24): Questionnaire questions, processes section, Q#5

The Organizations that have specific, documented security-related configuration
settings for all systems and applications and fully Implemented 11.9% and close to

completion 14.9%, Partially Implemented 11.9% and 23.9% the planning stage and
37.3% not Implemented.

2. Policy Development and Enforcement
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Figure (25): Questionnaire questions, processes section, Q#6

The Organizations with written cybersecurity policies are consistent, easy to
understand and readily available to officials, employees, and partners and fully
Implemented 14.1% and close to completion 12.5%, Partially Implemented 17.2% and
23.4% the planning stage and 32.8% not Implemented.
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Figure (22): Questionnaire questions, processes section, Q#7

The Organizations that have a way of communicating security policies to officials,
employees, and partners and fully Implemented 14.1% and close to completion 10.9%,
Partially Implemented 15.6% and 21.9% the planning stage and 37.5% not
Implemented.
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Figure (20): Questionnaire questions, processes section, Q#8

The Organizations that benefit from the consequences of non-compliance with the
organization's policies are communicated and applied clearly and fully Implemented
17.2% and close to completion 10.9%, Partially Implemented 12.5% and 18.8% the
planning stage and 40.6% not Implemented.
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Figure (21): Questionnaire questions, processes section, Q#9

The Organizations that when updating policies or developing new policies conduct an
analysis to determine the financial implications related to the resources involved in
implementing the new policy and fully Implemented 7.8% and close to completion

14.1%, Partially Implemented 15.6% and 25% the planning stage and 37.5% not
Implemented.
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Figure (22): Questionnaire questions, processes section, Q#10

The Organizations whose security policies effectively address the risks identified in
their risk analysis / risk assessments and fully Implemented 14.1% and close to
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completion 18.8%, Partially Implemented 6.2% and 23.4% the planning stage and
37.5% not Implemented.
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Figure (26): Questionnaire questions, processes section, Q#11

The Organizations that consider cybersecurity issues in all important decisions within
the organization and fully Implemented 15.6% and close to completion 94%, Partially
Implemented 12.5% and 25% the planning stage and 37.5% not Implemented.

3. Information Security Policies and Procedures
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Figure (23): Questionnaire questions, processes section, Q#12

The Organizations that have individual responsibilities of employees for information
security practices and fully Implemented 10.9% and close to completion 12.5%,
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Partially Implemented 21.9% and 23.4% the planning stage and 31.3% not
Implemented.
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Figure (32): Questionnaire questions, processes section, Q#13

The Organizations with acceptable use of computers, email and the Internet and fully
Implemented 25% and close to completion 10.9%, Partially Implemented 21.9% and
21.9% the planning stage and 20.3% not Implemented.
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Figure (28): Questionnaire questions, processes section, Q#14

The Organizations that protect regulatory assets, including intellectual property and
fully Implemented 17.2% and close to completion 15.6%, Partially Implemented
15.6% and 18.8% the planning stage and 32.8% not Implemented.
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Figure (24): Questionnaire questions, processes section, Q#15

The Organizations that manage privacy issues, including violations of personal
information and fully Implemented 17.2% and close to completion 15.6%, Partially
Implemented 14.1% and 21.9% the planning stage and 31.3% not Implemented.
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Figure (30): Questionnaire questions, processes section, Q#16
The Organizations that have access control, documentation and authorization practices
and requirements and fully Implemented 18.8% and close to completion 14.1%,
Partially Implemented 12.5% and 20.3% the planning stage and 34.4% not
Implemented.
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Figure (25): Questionnaire questions, processes section, Q#17

The Organizations that have a classification, retention and destruction of data and fully
Implemented 14.1% and close to completion 14.1%, Partially Implemented 17.2% and
18.8% the planning stage and 35.9% not Implemented.
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Figure (37): Questionnaire questions, processes section, Q#18

The Organizations with policies and procedures for exchanging information,
including storing and transmitting institutional data on external resources and fully
Implemented 15.6% and close to completion 10.9%, Partially Implemented 156% and
21.9% the planning stage and 35.9% not Implemented.
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Figure (38): Questionnaire questions, processes section, Q#19

The Organizations with policies and procedures for managing security vulnerabilities
and fully Implemented 17.2% and close to completion 7.8%, Partially Implemented
15.6% and 26.6% the planning stage and 32.8% not Implemented.
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Figure (39): Questionnaire questions, processes section, Q#20

The Organizations with disaster recovery contingency planning and fully Implemented
17.2% and close to completion 6.2%, Partially Implemented 17.2% and 28.1% the
planning stage and 31.3% not Implemented.

293

International Journal for Scientific Research, London Vol (3), No (10), 2024
https://doi.org/10.59992/1JSR.2024.v3n10p11 E-ISSN 2755-3418



https://doi.org/10.59992/IJSR.2024.v3n10p11

International Journal G gaall 4] gal) Alaal)

for Scientific Research > 4 T ¢
(IJSR)
Vol. (3), No. (10) October 2024 (10) 34l ¢(3) HluaY!

AERICIR TR T F

b4 responses
@ il
O s
® Lt on s
@ Jisi s

Figure (26): Questionnaire questions, processes section, Q#21

The Organizations documenting and responding to incidents and fully
Implemented 17.2% and close to completion 10.9%, Partially Implemented 17.2%
and 21.9% the planning stage and 32.8% not Implemented.
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Figure (27): Questionnaire questions, processes section, Q#22

The Organizations that monitor and implement security compliance and fully
Implemented 15.6% and close to completion 9.4%, Partially Implemented 18.8%
and 21.9% the planning stage and 34.4% not Implemented.

294

International Journal for Scientific Research, London Vol (3), No (10), 2024
https://doi.org/10.59992/1JSR.2024.v3n10p11 E-ISSN 2755-3418



https://doi.org/10.59992/IJSR.2024.v3n10p11

International Journal G gaall 4] gal) Alaal)

for Scientific Research dalall
(USR)
Vol. (3), No. (10) October 2024 (10) 34l ¢(3) HluaY!

-1, - 1 i
ks gall e i g palall St

54 responzes

@

@ mladial e 2
e i

@ s e s

[ Jattespesiy

Figure (42): Questionnaire questions, processes section, Q#23

The Organizations that depend on physical security and employee permits and fully
Implemented 17.9% and close to completion 4.5%, Partially Implemented 16.4% and
25.4% the planning stage and 35.8% not Implemented.
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Figure (43): Questionnaire questions, processes section, Q#24

The Organizations that report security events to affected parties, including individuals,
the public, and partners and fully Implemented 17.2% and close to completion 12.5%,
Partially Implemented 15.6% and 18.8% the planning stage and 35.9% not
Implemented.
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Figure (44): Questionnaire questions, processes section, Q#25

The Organizations that conduct immediate investigations and correct the causes of
security failures and fully Implemented 9.4% and close to completion 14.1%,

Partially Implemented 14.1% and 23.4% the planning stage and 391% not
Implemented.
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Figure (45): Questionnaire questions, processes section, Q#26

The Organizations that back up data and secure off-site storage and fully Implemented

29.7% and close to completion 10.9%, Partially Implemented 7.8% and 25% the
planning stage and 26.6% not Implemented.
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Figure (46): Questionnaire questions, processes section, Q#27

The Organizations that safely dispose of old data, media, or printed materials
containing sensitive information and fully Implemented 17.9% and close to
completion 11.9%, Partially Implemented 13.4% and 19.4% the planning stage and
37.3% not Implemented.

4. Physical Security

For your critical data centres, programming rooms, network operations centres, and
other sensitive facilities or locations:
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Figure (47): Questionnaire questions, processes section, Q#28
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The Organizations that have multiple physical security measures in place to restrict
forced or unauthorized entry and fully Implemented 15.6% and close to completion

7.8%, Partially Implemented 9.4% and 26.6% the planning stage and 40.6% not
Implemented.
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Figure (48): Questionnaire questions, processes section, Q#29

The Organizations with processes for issuing keys, symbols and / or cards that require
appropriate licensing and background verification to access these sensitive
installations and fully Implemented 18.8% and close to completion 9.4%, Partially
Implemented 7.7% and 26.6% the planning stage and 37.5% not Implemented.
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Figure (49): Questionnaire questions, processes section, Q#30
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The Organizations whose primary devices and wires are protected from power loss,
tampering, failure and environmental threats and fully Implemented 20.3% and close
to completion 12.5%, Partially Implemented 7.8% and 26.6% the planning stage and
32.8% not Implemented.

5. Security Program Administration
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Figure (50): Questionnaire questions, processes section, Q#31

The Organizations that periodically test, evaluate, or audit the cybersecurity program,
practices, controls and technologies to ensure their effective implementation and fully
Implemented 14.1% and close to completion 9.4%, Partially Implemented 10.9% and
29.7% the planning stage and 35.9% not Implemented.
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Figure (28): Questionnaire questions, processes section, Q#32
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The Organizations conducting periodic, independent evaluation or audit of
cybersecurity program and practices for each business unit and fully Implemented
7.8% and close to completion 10.9%, Partially Implemented 6.2% and 31.3% the
planning stage and 43.8% not Implemented.
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Figure (52): Questionnaire questions, processes section, Q#33

The Organizations in which each periodic assessment or audit assesses the compliance
of each business unit with the requirements of a standard cybersecurity framework
and relevant cyber security policies, standards, procedures, and guidelines and fully
Implemented 10.9% and close to completion 9.4%, Partially Implemented 9.4% and
23.4% the planning stage and 46.9% not Implemented.
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e Fifth Section (Technology):

In this section, we asked people about Security Technology.
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Figure (29): Questionnaire questions, technology section, Q#1

The Organizations with accessible servers are protected by more than one security
layer and fully Implemented 15.6% and close to completion 15.6%, Partially
Implemented 10.9% and 21.9% the planning stage and 35.9% not Implemented.
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Figure (30): Questionnaire questions, technology section, Q#2

The Organizations that check their networks, systems, and applications periodically
to check for security vulnerabilities and configuration integrity and fully Implemented
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15.6% and close to completion 9.4%, Partially Implemented 18.8% and 20.3% the
planning stage and 35.9% not Implemented.
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Figure (55): Questionnaire questions, technology section, Q#3

The Organizations that constantly monitor their networks, systems, and applications in
real-time for unauthorized access and anomalies such as viruses, malicious code entry,
or hacking attempts and fully Implemented 17.2% and close to completion 20.3%,
Partially Implemented 15.6% and 17.2% the planning stage and 29.7% not
Implemented.
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Figure (56): Questionnaire questions, technology section, Q#4
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The Organizations that keep sensitive data encrypted and associated cryptographic
keys are properly protected and fully Implemented 25% and close to completion

18.8%, Partially Implemented 10.9% and 17.2% the planning stage and 28.1% not
Implemented.

el l) i in Lm0 s (gl ot cuanl) 2l il gl 505 285 oy Ak 25

54 responses

@ i

@ Lbasdizla .
i i

[ = (g

@ sis e

Figure (57): Questionnaire questions, technology section, Q#5

The Organizations that have effective and reliable mechanisms for managing digital
identities (accounts, keys, codes) throughout their life cycle, from registration to
termination and fully Implemented 20.3% and close to completion 15.6%, Partially
Implemented 14.1% and 21.9% the planning stage and 28.1% not Implemented.
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Figure (58): Questionnaire questions, technology section, Q#6
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The Organizations that support all of their systems and applications manage or
implement automatic password change or password expiration, password complexity
and reuse rules and fully Implemented 20.3% and close to completion 15.6%, Partially
Implemented 10.9% and 18.8% the planning stage and 34.4% not Implemented.
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Figure (59): Questionnaire questions, technology section, Q#7

The Organizations with a system of authorization impose time limits and default on
minimum privileges and fully Implemented 16.4% and close to completion 13.4%,

Partially Implemented 10.5% and 22.4% the planning stage and 37.3% not
Implemented.
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Figure (60): Questionnaire questions, technology section, Q#8
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The Organizations whose systems and applications implement session management
practices and the desktop lock screen and fully Implemented 17.2% and close to
completion 15.6%, Partially Implemented 14.1% and 18.8% the planning stage and
34.4% not Implemented.
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Figure (61): Questionnaire questions, technology section, Q#9

The Organizations that every computer and server are protected with antivirus
software and fully Implemented 32.8% and close to completion 4.7%, Partially
Implemented 17.2% and 20.3% the planning stage and 25% not Implemented.

Slodde ol Al a2l Vel e de i de pane oo IOl as A s oLty skl e | e e

64 responses

Figure (62): Questionnaire questions, technology section, Q#10
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The Organizations that have mechanisms to report and respond to a variety of
anomalies and security events and fully Implemented 21.9% and close to completion
7.8%, Partially Implemented 7.8% and 28.1% the planning stage and 34.4% not
Implemented.

4.3 Interpretations of Statistical Results

The traditional perception that cybersecurity is only the responsibility of the
cybersecurity department, and that protection programs and systems are adequate to
fend off cyber-attacks but these are not effective and not sufficient to ensure the
protection and privacy of important information assets. For this reason, there is a
global and local trend to bridge the knowledge gap among employees in various
sectors. There are institutions targeting all workers in government and private
institutions at various administrative levels to raise awareness of the importance of
cybersecurity and to identify the most serious threats and ways to deal with them.
Among the most prominent of these institutions is the national authority for
cybersecurity in Saudi Arabia, we found that 81.5% of SMEs in Saudi Arabia did not
deal with the authority; and that 76.6 of them did not deal with any government
agency to help them with information security; where SMEs believe that
cybersecurity It is not that urgent for their systems even that 48.4% of organizations
do not have an cybersecurity program and that 14.1% of those have a documented
cybersecurity program and the remainder of the ratio is divided between planning or
partly executed.

Through the study, it became clear that there is a weakness in the awareness of
cybersecurity among many employees who are considered the weakest link in the
information system with the erroneous belief that the responsibility for cybersecurity
lies with the cybersecurity department alone, as it found 40.6% of the institutions
indicated that the cybersecurity officer does not work in compliance with other
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company units such as (human resources, personnel affairs, administration). And
only 12.5% do the work in concord.

40.6% of the questionnaire participants confirmed that there was a lack of experience
and qualifications of cybersecurity officers and managers, and that 18.8% of those
found that their skills and capabilities are sufficient and appropriate. This deficiency
Is the main reason behind the direct and obvious damage suffered by companies, and
it turns them into easy targets for attackers.

One of the questionnaire questions was, what do you think of the role of the national
cybersecurity authority? The responses were few seven institutions out of sixty-four
participated in the questionnaire, because they did not deal with it, but those who
dealt with it praised its positive role for protecting cybersecurity in the Kingdom, but
the efforts made in their opinion seem to still be within the scope of guidelines,
meetings and seminars. We have -touched that companies need practical training to
help them build a complete and integrated cybersecurity system in their institutions.

4.4 Case Study (Najm Company)

Established with the aim to develop a convenient, welcoming platform to manage
accident related activities in Saudi Arabia, Najm attends the needs of both the general
public and insurance companies. Najm has been serving its consumers with the aim
to present a vast array of vehicle insurance services [23].

Table (9): Case Study (Najm Company)

Section I: Institution Information
1.1 Institution name and field of work Najm co, for insurance services.
1.2 Contact name and job qualifications -
13 E-mail f.alghamdi@najm.sa
14 Mobile Number 0568694320
15 Number of Employees 2000
1.6 Did you deal with the National Authority for cybersecurity in Saudi Arabia? Yes
1.7 Your comments if you deal with the National Authority for cybersecurity in Saudi Arabia. Yes
1.8 Have you interacted with government agencies regarding cybersecurity? -
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Section I1: Risk Management

Score Scoring: Not Implemented = 0, Planning Stages = 1, Partially Implemented = 2, Close to
Completion =3 and Fully Implemented = 4.
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Section V: Technology
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Calculate Najm Scoring:

First: The institution determines total reliance on IT score as shown in the table (4).

Table (12): Total reliance on IT score

Low High [ Dependency
Total reliance on IT score 0 8 Very Low
9 16 Low
17 32 Medium
33 48 High
49 64 Very High

Najm reliance on IT with High score.

Second: calculate the total score in each section, and after that calculate the total of
all sections (total security assessment score) as shown in the table (5).
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Table (10) Total security assessment score

Total risk management score 25

Total people score 22

Total processes score 98

Total technology score 32

Total security assessment score (risk 177
management, people, process and processes)

Third: Overall security evaluation rating.

High reliance on IT with total security assessment score = 177*1.448275
256.344675 so the overall security evaluation rating = GOOD according to table (6).

Table (11): Overall security evaluation rating

NOTE:
Reliance on IT | Program Rating Ranges| Overall Assessment
4 0 :EAPoor
ii -INeeds Improvement
Why do you multiply by 1.448275? Aco0d
The original scoring tool contains 84 score ' 0 ‘APoor
questions, but we have 58 score questions. LINeeds Improvement
Therefore, to get accurate results, we must ! HGood
divide the number of original questions 84 EC ! Poor
by the number of questions we have 58 . .JNeeds Improvement
84/58 = 1,448275 AGood
Then we multiply the result by the number - J | oor
of points from the registration questions 44 \ceds Improvement
00 “Good
0 0 :EAPoor
00 -INeeds Improvement
“Good
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Chapter Five: Discussion

5.1 Results

Through research in cybersecurity and tracking the risks faced by SMEs in the
Kingdom of Saudi Arabia, the study reached many important results which are as
follows:

1.

Cybersecurity is exposed to many of the risks and threats that occur in the
internet world, while the necessary security measures are not followed to keep
pace with developments to combat cyber-crime in SMEs.

. The weakness of existing legislation on the ground, whether at the state or

institutional level.

. Despite the efforts made by the national cybersecurity authority, it is still not

sufficient.

. Lack of experience of employees in general and cybersecurity personnel in

particular within SMEs, which leads to the occurrence of risks from within the
institutions themselves, especially the risks of social engineering and fraud.

. Most institutions (depending on the sample that we targeted) lack a written

cybersecurity program.

. The mistakes and omission among employees is one of the most prominent

threats facing cyber security in institutions.

. Institutions do not attach much importance to classification of their information.

. There are no ready-made plans to restore the work in emergency situation to most

institutions.
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5.2 Recommendations

In light of achieving the goals of the study and the results of the analysis, researchers
can make a set of recommendations as follows:

1. The results of the questionnaire issued a loud warning that cybersecurity
professionals are not present in most of the SMEs in Saudi Arabia, and this calls
for the concerned authorities to do more to attract and appoint some specialists in
this aspect or at least motivate the existing workers financially. Or morally to be
more familiar with the cybersecurity.

2. Institutions should build their own cybersecurity policies, work to publish and
implement them, and develop and review them, as these policies have an impact
in improving security procedures, clarifying frameworks that guide individuals
work, and increase their awareness.

3. An invitation to develop the role of the national cybersecurity authority, so that it
provides free consultations, extensive practical training for institutions as well as
helping institutions build a safe and advanced cybersecurity plans within global
standards.

4. The researchers see the necessity for the administration to develop classifications
of information in a way that suits its business and the confidentiality of its
information, while isolating the data and information whose presentation to the
public is harmful to information systems.

5. Improving mechanisms for controlling access to information systems,
establishing programs and procedures for roles and powers within information
systems and focusing on information security imperatives and its three pillars:
(availability, integrity, confidentiality).

5.3 The Proposed Cybersecurity Framework in the Smes in Saudi Arabia

The researchers recommend following the proposed cybersecurity framework in the
SMEs in Saudi Arabia that is based on global standards in the field of cybersecurity.
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Although there is no set of criteria that can deal with every possible scenario, this
framework provides a comprehensive structure that deals with the basic controls in
all known areas necessary to provide CIA (confidentiality, integrity, and availability)
of the institutions' information assets, and this framework also provides guidance for
the officials to make priority decisions.

Risk assessment

Institutions Must Follow the Following:

1.

It is very important to assess threats and weaknesses to determine what the
institution's security situation is and to develop solutions for the most successful
threats to occur and the most influencing the continuity of the institution's
performance [24].

. This is done by constantly checking all that is new about the security threats to

the services used in the institution, obtaining and evaluating new information,
and taking action on it to identify and treat weaknesses and reduce the rate of
exploitation of the threat by the attacker [25].

. Adequate time, effort, and resources should be devoted to managing and

correcting weaknesses.

. Programs should be updated periodically after ensuring that the update will be

compatible with the hardware; also after collecting sufficient information about
the new update and its advantages.

5. Cybersecurity bulletins should be published among staff [26].

6. Carefully perform system risk analysis and compare the result with the threat

model to ensure that adequate controls exist to prevent attacks.
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Mitigate and Respond to Risks:
Institutions must follow the following:

1. Document the requirements of the cybersecurity system so that its components
can be designed, implemented and tested to ensure that these requirements are
met; and document how to solve problems and close gaps [27].

2. Remove unnecessary user accounts.

3. Remove unnecessary file shares.

4. Remove or disable unsafe operating-system services and ports.
Work Environment:

1. Establishing policies and procedures that address operational, administrative and
technical issues.

2. Organizations must establish a specific mechanism to define and review the
policy management plan periodically [28].

Asset Management:
1. Track devices such as mobile phones and computers on the wireless network.
2. Know and track programs and services on these devices on the network[29].
3. Track gaps on the network and put protection on the network.

Asset Control:
1. Track employee accounts and establish a specific mechanism for this.

2. Establishing standards to protect sensitive systems in institutions.

3. Establish a mechanism for granting permissions and determining the minimum
permissions for each employee, according to what he needs.
4. Grant administrative permissions to a small number of trusted employees.
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5. Establish password policies for the organization.
Communication Security:
1. Screen should be locked on systems to restrict access to unattended workstations.

2. Data access should be restricted, permissible internet addresses (IP addresses)
restricted and data flow reduced.

3. Web applications should be protected and exposing common web attacks.
Physical Security:

1. It should be ensured that the backup copies are properly protected via physical
security or encryption when stored, and when transferred over the network, and
make sure that the backup copies are safe and that they are ready to be used when
needed.

2. Technical and procedural controls to monitor physical access should be
documented and implemented at all access points at all times.

Resource Security and External Relations

1. Standards and requirements must be established when dealing with external
companies to negotiate contracts for the purchase of secure configuration
systems.

2. It should be ensured that service level agreements and other contractual tools are
properly promoted so that sellers and partners fulfil their obligations.

3. Recruitment practices and employee and partner information checks should be
reviewed to ensure they comply with policies and evidence request to ensure the
level of security in the product and that it is designed correctly.
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Security throughout the Asset Life Cycle:

1. To test software internally developed on the Internet and other application
software in order to identify potential errors and vulnerabilities [30].

Emergency Planning and Disaster Recovery:

1. Establishing and documenting emergency plans and procedures, based on
commercial and security impacts, as it ensures that the institution is able to
recover the assets of important information, continue operations after a major
interruption, and train staff to deal with accident and emergency plans.

2. Developing and testing business continuity plans and restoring the ability to work
after disasters, to ensure that critical information system operations can be
restored within an acceptable time frame [31].

Awareness and Training:

1. Educating the technical staff about the threats inside the organization by sending
an email and relying on external references [32].

2. Follow a security awareness program that includes detailed objectives and
regularly reviews its content [33].

3. Training employees in security awareness, especially those who have access to
assets.
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Appendix
Appendix (1):

Please  visit this link  https://docs.google.com/forms/d/e/1FAIpQLSfxouFCR-b9quCjx-
NO7kTLKES-KuaTZ4mt-dauvuy_ZQPwZA/viewform?fbzx=1763174177582577764.
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