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Abstract

Background. Artificial intelligence (Al is increasingly embedded across K—12 and higher education
for assessment, tutoring, feedback, predictive analytics, student support, content generation, and
institutional decision-making. The rapid diffusion of generative Al has compressed adoption
timelines and intensified pre-existing ethical debates surrounding privacy, fairness, transparency,
accountability, learner agency, and academic integrity.

Objective. This PRISMA-informed systematic literature review synthesizes recent peer-reviewed
scholarship and policy-oriented evidence concerning the ethical dimensions of Al applications in
education, with particular emphasis on the 2023-2025 period.

Methods. The review was conducted in accordance with the PRISMA 2020 reporting framework.
Predefined review questions, eligibility criteria, a reproducible search-string template, a screening
protocol, and a thematic synthesis approach were applied. Searches drew on Scopus, Web of Science,
ERIC, IEEE Xplore, ACM Digital Library, ScienceDirect, and SpringerLink, supplemented by policy
literature from UNESCO, the OECD, and the European Union. A thematic synthesis was conducted
across recurring ethical domains, and a quality-appraisal plan suited to the heterogeneity of the corpus
was specified.

Results. Six interdependent ethical domains were consistently identified across the corpus: (1)
privacy and surveillance; (2) fairness, bias, and inclusion; (3) transparency and explainability; (4)
accountability and governance; (5) learner and educator agency; and (6) academic integrity. Five
cross-cutting tensions characterize the field: personalization versus surveillance, efficiency versus
pedagogical autonomy, innovation versus fairness, automation versus accountability, and assistance
versus integrity. Persistent gaps include limited longitudinal and comparative empirical work,
underrepresentation of K—12 and Global South contexts, insufficient attention to procurement and
platform governance, and a tendency to treat heterogeneous Al technologies as interchangeable.
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Conclusions. Ethical Al in education should be conceptualized not only as a technical design problem
but also as a pedagogical, institutional, and sociopolitical challenge. Responsible adoption requires
participatory governance, transparent procurement, meaningful human oversight, redesigned
assessment, and context-sensitive policy. Future research should prioritize longitudinal and
implementation-focused studies, technology-specific risk—benefit assessment, and stronger
representation of underrepresented educational contexts.

Keywords: Artificial Intelligence in Education, Educational Ethics, Generative Al, Data Privacy,
Algorithmic Bias, Academic Integrity, AI Governance, Learner Agency, PRISMA.

Highlights

» Al ethics in education must be understood through educational purposes and contexts, not solely
through general Al principles or technical performance benchmarks.

» Privacy, fairness, explainability, accountability, autonomy, and integrity operate as
interdependent ethical domains rather than as isolated concerns.

* The current evidence base is constrained by a shortage of longitudinal, comparative, K—12,
Global South, and implementation-focused studies.

» Responsible adoption requires participatory governance, transparent procurement, meaningful
human oversight, assessment redesign, and sustained educator development.

1. Introduction

Artificial intelligence (AI) has emerged as one of the most consequential technological developments
shaping contemporary education. Al-enabled systems are now routinely deployed to personalize
instruction, automate feedback, identify at-risk learners, support academic advising, translate
educational materials, generate lesson plans, evaluate written work, and provide conversational
tutoring (Taskin, 2025). The widespread availability of generative Al tools has further accelerated
this transformation by moving Al from specialized technical infrastructures into routine educational
practice. Consequently, ethical concerns once confined largely to the artificial intelligence in
education (AIED) research community have become central issues in institutional policy, classroom
design, professional development, and broader public discourse (Schonberger, 2024).

Ethical considerations are particularly salient in education because schools and universities serve
vulnerable populations, shape life trajectories, and carry both developmental and evaluative
responsibilities (Eden et al., 2024). When AI systems assess student capabilities, recommend
interventions, or mediate access to feedback, they reallocate opportunities and responsibilities in ways
that are often opaque (Gore & Dove, 2024). Trade-offs deemed acceptable in commercial or consumer
contexts may be inappropriate in educational settings, where learners are not merely users but subjects
of formative evaluation. Ethical analysis in education must therefore extend beyond abstract
principles of Al governance to engage directly with pedagogy, assessment, inclusion, institutional
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authority, and the underlying purposes of education (Mouta, Pinto-Llorente, & Torrecilla-Sanchez,
2024).

Recent reviews highlight both the rapid growth of the field and its persistent unevenness. Nikolic et
al. (2024) characterize the higher-education literature on Al adoption as expanding rapidly but lacking
robust ethical, methodological, and contextual foundations. Fu and Weng (2024) demonstrate that
fairness, privacy, agency, transparency, and non-maleficence are consistently identified as core
elements of responsible, human-centered Al in education. Mouta et al. (2024), together with Yan,
Liu, and Chau (2025), observe that themes such as privacy, bias, explainability, and inclusion recur
across the literature but are frequently treated in a fragmented or inadequately theorized manner. More
recent analyses by Wieczorek, Hosseini, and Gordijn (2025) indicate that research is beginning to
distinguish among educational levels and stakeholder groups, but still lacks adequate empirical
grounding and global representation.

This review synthesizes the ethical dimensions and challenges associated with Al applications in
education by critically examining recent peer-reviewed scholarship, comparing major ethical themes,
and identifying areas where the evidence base remains weak. Rather than treating ethics as a
procedural checklist, the review investigates how ethical concerns arise from specific educational
uses of Al and considers the implications of these concerns for future research, policy, and
institutional practice.

2. Methods

This review was conducted as a PRISMA-informed systematic literature review (Page et al., 2021),
synthesizing recent systematic reviews, meta-reviews, selected empirical studies, and major policy
frameworks relevant to the ethics of Al in education. The methodological design followed the
PRISMA 2020 reporting framework with respect to the formulation of review questions, eligibility
criteria, search strategy, screening procedures, data extraction, and thematic synthesis. Where specific
procedural details require completion by the corresponding author prior to submission (for example,
exact database export counts), these are explicitly flagged in Appendix A.

2.1 Review questions:

The review was structured around three guiding questions:

* RQI1. Which ethical issues are most consistently identified in recent literature on Al applications
in education?

* RQ2. How do these issues vary across educational contexts, stakeholder groups, and types of Al
applications?
* RQ3. What gaps remain in the evidence base and in institutional governance of educational AI?
2.2 Eligibility criteria:

Studies were eligible for inclusion if they addressed Al applications in educational contexts and
engaged with at least one ethical, governance, pedagogical, or stakeholder-related dimension. Eligible
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records comprised peer-reviewed reviews, meta-reviews, selected empirical studies, and major policy
frameworks. Records were excluded if they addressed Al ethics outside educational contexts, lacked
an identifiable ethical dimension, were purely technical without educational implications, or
constituted vendor or promotional materials with no scholarly or policy value. Detailed inclusion and
exclusion criteria are summarized in Table (1).

Table (1). Eligibility criteria for inclusion of sources

Criterion Included Excluded
Topic Al applications in education, including General Al ethics with no clear
adaptive learning, learning analytics, connection to educational practice or
automated assessment, generative Al, Al policy.

tutoring, institutional analytics, and
decision-support systems.

Document type Peer-reviewed review articles, meta- Opinion pieces, editorials, and vendor

reviews, selected empirical studies, and materials, except where used for limited
major international policy or governance contextual illustration.
documents.
Time period Primary emphasis on 2023-2025 Older sources without continuing
literature, with foundational works conceptual or policy relevance to the
retained where required for conceptual ethical themes under review.
framing.

Educational level K-12, higher education, teacher Non-educational training contexts unless
professional development, and directly relevant to educational Al ethics.

institutional governance contexts.

Language and scope | English-language scholarly literature and Sources not accessible for verification or

internationally accessible policy falling outside the stated scope.
frameworks.

2.3 Search strategy:

The search strategy was designed to capture peer-reviewed scholarship and policy literature
addressing the ethical dimensions of Al in educational settings. Searches were conducted across
Scopus, Web of Science, ERIC, Education Source, IEEE Xplore, ACM Digital Library,
ScienceDirect, and SpringerLink, supplemented by targeted retrieval of policy documents from
UNESCO, the OECD, and the European Union, and by backward and forward citation chasing of key
reviews. Google Scholar was used for supplementary citation chasing only.

The core reproducible search string was structured as: (“artificial intelligence” OR “AI” OR
“generative AI” OR “large language model” OR “learning analytics” OR “adaptive learning”)
AND (education OR school OR university OR “higher education” OR “K—12") AND (ethics OR
privacy OR fairness OR bias OR transparency OR explainability OR accountability OR autonomy
OR “academic integrity” OR inclusion OR governance). Search terms were adapted to the syntax of
each database. Exact database queries, retrieval dates, and identified record counts are reported in
Appendix A and should be confirmed against the corresponding author’s search log prior to final
submission.
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Records were imported into a reference manager, deduplicated, and screened in two stages: (i) title
and abstract screening against the eligibility criteria, followed by (ii) full-text screening of records
retained at the first stage. Records were excluded for documented reasons, including the absence of
an educational focus, the absence of an ethical dimension, duplication, non-scholarly status, or
unavailability of full text. The screening flow is reported in summary form in Appendix A and is
intended to populate a PRISMA 2020 flow diagram in the published version.

2.5 Data extraction and synthesis:

Given the heterogeneity of the corpus in study design, educational level, technology type, and
outcome measures, sources were synthesized thematically rather than statistically. Extracted variables
included educational context, Al application, stakeholder group, ethical issue, proposed mitigation,
governance implications, and reported evidence gaps. The thematic synthesis prioritized convergent
themes across reviews and policy frameworks while critically identifying where claims remain
conceptual, aspirational, or weakly supported by empirical evidence. The ethical analysis framework
that guided synthesis is summarized in Table (2).

Table (2). Ethical analysis framework used in the thematic synthesis

Ethical domain

Core question

Typical educational AI
applications

Governance implication

Privacy and
surveillance

What learner data are
collected, inferred, stored,
shared, or monitored?

Learning analytics,
proctoring, adaptive
systems, Al assistants.

Data minimization,
consent, retention limits,
vendor controls, privacy

impact assessment.

Fairness, bias, and
inclusion

Whose language, culture,
disability status,
infrastructure, or learning
profile is represented?

Predictive analytics,
automated assessment,
recommender systems,

tutoring, translation.

Bias audit, accessibility
review, participatory
design, contextual
validation.

Transparency and

Can students, educators,

Dashboards, feedback

Disclosure, interpretable

teacher judgment?

explainability and administrators tools, risk scores, grading outputs, appeal routes,

understand and contest Al support, chatbots. technical and pedagogical
outputs? documentation.

Accountability and Who is responsible when Procurement, institutional Role allocation, audits,

governance Al causes educational analytics, advising, human oversight, incident
harm or allocates grading, disciplinary reporting, dispute
opportunity inequitably? processes. procedures.
Agency and Does Al support or Writing support, lesson Professional development,
autonomy displace learner and planning, personalized appropriate-reliance

pathways, automated
feedback.

policies, reflective use
guidelines.

Academic integrity

How should authorship,
assistance, assessment, and
disclosure be redefined?

Generative Al for writing,
coding, feedback,
translation, and tutoring.

Assessment redesign,
disclosure norms, process
evidence, calibrated use of

detection tools.
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2.6 Methodological limitations:

This review is presented as a critical thematic synthesis rather than a quantitative meta-analysis. It
does not estimate effect sizes and does not claim exhaustive coverage of all global literature. As noted
in the reporting addendum (Appendix A), final database-export counts, duplicate-removal logs, and
reasons for exclusion should be confirmed by the corresponding author against the original search
records prior to journal submission to ensure full PRISMA 2020 compliance.

3. Conceptual Foundations: From Trustworthy AI to Human-Centered
Education

Research on the ethics of Al in education is informed by broader frameworks of trustworthy and
responsible Al. The Organisation for Economic Co-operation and Development (OECD, 2019/2024)
frames trustworthy Al in education as a dual challenge: harnessing Al to strengthen educational
processes while simultaneously preparing learners for societies increasingly shaped by automation.
UNESCO’s policy guidance similarly adopts a human-centered perspective grounded in rights,
equity, safety, and the public good (Miao & Holmes, 2023). At the regulatory level, the European
Union’s Artificial Intelligence Act (European Parliament and Council of the European Union, 2024)
classifies many educational Al applications as high-risk and imposes corresponding documentation,
oversight, and risk-management obligations. These macro-level frameworks supply a shared
vocabulary of principles, including fairness, transparency, robustness, accountability, and human
oversight. However, the educational literature increasingly argues that such principles must be
translated into domain-specific norms (Fu & Weng, 2024).

The transition from general Al ethics to educational ethics is consequential because education is not
merely a service sector. Educational institutions are entrusted with developmental aims, civic
formation, credentialing, and distributive justice. Mouta et al. (2024) argue that Al in education
inherits many concerns associated with general Al ethics, but that these concerns become more acute
when they affect learners’ identities, opportunities, and relationships. From this perspective, Al does
not simply enter education; it reconfigures how institutions understand and act upon students
(Lockwood & Brown, 2024).

A notable development in recent scholarship is the shift toward human-centered and education-
centered approaches. Fu and Weng (2024) argue that responsible Al in education should be
conceptualized in terms of stakeholder relationships and characteristics, such as agency, equity, and
intelligibility, rather than through technical performance alone. This reframing matters because many
educational applications are justified on the basis of efficiency, while their ethical consequences
typically arise in relational and pedagogical dimensions that technical metrics cannot adequately
capture (Buragohain & Chaudhary, 2025).
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4. Privacy, Datafication, and Surveillance

Privacy remains a foundational ethical concern in the discourse surrounding Al in education. Al
systems in educational settings typically depend on large volumes of behavioral, performance,
biometric, and interactional data. Learning analytics platforms, adaptive systems, online proctoring
software, and generative Al assistants can collectively generate extensive records of student activity
(Kohnke & Zaugg, 2025; Yambal & Waykar, 2025). Reviews by Fu and Weng (2024) and Yan et al.
(2025) identify privacy and data security as foundational ethical concerns across K—20 educational
settings. UNESCO’s guidance on generative Al in education and research further cautions that these
technologies pose distinctive risks, as user inputs and uploaded content may expose sensitive personal
or academic information to external platforms (Miao & Holmes, 2023; Xue, Chinapah, & Zhu, 2025).

The literature further distinguishes between privacy as data protection and privacy as freedom from
pervasive surveillance. The former concerns issues of consent, data retention, storage, third-party
access, and lawful processing (Javed, 2024). The latter concerns the normalization of surveillance
within educational environments. A student may formally consent to data processing yet still find
themselves in a learning environment where their writing behavior, attendance, keystrokes, or
emotional states are monitored in intrusive ways (Silva, Godwin, & Jayanagara, 2024). This broader
concern with surveillance is particularly evident in research on automated proctoring, predictive
analytics, and emotion recognition technologies, where the boundary between educational support
and behavioral control becomes increasingly indistinct.

A persistent shortcoming in the literature is that privacy is frequently invoked as a principle rather
than examined as a contextual institutional practice. Although many studies advocate for privacy-
preserving design, few examine how educational institutions navigate trade-offs among student
support, data minimization, procurement arrangements, and legal compliance (Feretzakis et al.,
2024). The issue is therefore not merely the absence of adequate safeguards; educational institutions
are also becoming increasingly dependent on data-intensive platforms whose business models and
technical infrastructures lie outside pedagogical governance. As a result, students’ educational data
may be governed by opaque terms of service rather than by norms rooted in educational values (Jose,
2024).

The most compelling recent policy literature connects privacy to underlying power imbalances.
UNESCO and OECD analyses note that Al may exacerbate disparities when vulnerable students are
subjected to more intensive data extraction or are less able to understand and contest the systems that
affect them (Miao & Holmes, 2023; Slimi & Villarejo Carballido, 2023). This point is ethically
significant because students are often in a weak position to refuse Al-mediated systems without
incurring academic disadvantage. Privacy in education is therefore not merely a matter of notice and
consent; it also concerns whether learners exercise meaningful control over how they are
computationally represented (Igbokwe, 2024).
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5. Fairness, Bias, and Inclusion

Scholarship on Al in education increasingly emphasizes concerns regarding fairness and bias. These
technologies have the potential to reproduce or amplify inequalities through multiple mechanisms,
including training data composition, proxy variables, interface design, language assumptions, and
decision-making procedures (Selvam & Gonzalez Vallejo, 2025). Research in this area has progressed
from the broad assertion that “algorithms can be biased” toward a more nuanced understanding that
educational disparities can arise at multiple stages, including technology access, dataset
representation, modeling decisions, output interpretation, and intervention implementation (Mishra et
al., 2024).

Approaches that link algorithmic bias to broader social and educational frameworks offer particular
analytical value. They emphasize disparities in access, representation, algorithmic decision-making,
interpretation, and citizenship (Lockwood & Brown, 2024). This approach is analytically more
comprehensive than narrow fairness metrics, as it recognizes that inequities may persist even when
an algorithm appears statistically balanced, particularly if certain student groups are underrepresented
in the design process, subjected to differential surveillance, or targeted by more intensive
interventions. Fu and Weng (2024) similarly identify fairness and equity as essential components of
responsible Al in education, while UNESCO and OECD documents emphasize inclusion, disability
access, and cultural responsiveness (Miao & Holmes, 2023).

The literature on equity further highlights a tension between the promise of personalization and the
substantive demands of inclusion. Adaptive learning systems are frequently characterized as
individualized and equitable because they adjust content to student performance (Mahmoud &
Serensen, 2024). However, the literature increasingly asks: individualized for whom, and according
to which conception of learning? An Al system may personalize the pace of instruction while still
embedding normative assumptions about language, behavior, disability, or academic success
(Kohnke & Zaugg, 2025). Recent OECD analyses are particularly pertinent here, warning that Al
may exacerbate disparities unless systems are culturally responsive, accessible, and supported by
substantial teacher development.

Recent reviews have consistently underscored the global-north and English-language bias of the
current evidence base. Yan et al. (2025) and Maluleke (2025) both highlight the limited geographic
diversity of the literature. This pattern is critical because fairness concerns are shaped by local
infrastructures, languages, curricular traditions, and resource constraints. An ethical discourse derived
predominantly from anglophone, higher-education, and well-resourced contexts risks treating
context-specific assumptions as universal. Although the field is increasingly aware of this issue,
comparative studies remain scarce (Mustofa, Kola, & Owusu-Darko, 2025; Zhang, 2025).

6. Transparency, Explainability, and Intelligibility

Opacity is a pervasive concern in the ethical discourse on educational Al, as stakeholders are
frequently required to trust systems they do not fully understand. Transparency concerns arise in at
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least three domains (Bulut & Beiting-Parrish, 2024). First, students and educators may be unaware
that Al is being deployed, what data it relies upon, or how its outputs are generated (Rane, 2024).
Second, even when the use of Al is disclosed, the rationale for its recommendations or scores may
remain obscure to those lacking specialized knowledge. Third, institutions may not fully understand
vendor systems, particularly when these tools are procured as black-box services (De Fine Licht &
De Fine Licht, 2020).

Fu and Weng (2024) emphasize transparency and intelligibility as essential characteristics of
responsible Al in education. Yan et al. (2025) and Chaudhry, Cukurova, and Luckin (2022) similarly
note that explainability is a recurring concern across both empirical and theoretical research. In
educational contexts, however, the demand for explainability extends beyond knowledge acquisition.
It is intricately connected to fairness, due process, and pedagogical practice. Students must
comprehend feedback in order to engage productively with the learning process (Lee & Moore, 2024).
Educators require an understanding of the system’s rationale to exercise professional judgment rather
than passively accept machine-generated outputs. Administrators, in turn, need sufficient
transparency to justify the institutional deployment of these systems and to responsibly adjudicate
complaints (Bogina et al., 2021).

A discernible tendency in the academic literature is to treat explainability as a technical add-on rather
than as an integral component of the educational process. Although a model may offer saliency maps,
probability scores, or dashboard indicators, it may still fail to address the critical question in
educational contexts: why should this recommendation be trusted in this specific situation?
Educational transparency must therefore be both communicative and contestable, rather than merely
comprehensible from a computational standpoint. Without this shift, explainability risks becoming a
compliance exercise that does little to substantively empower learners or educators (Bura,
Jonnalagadda, & Naayini, 2025; Gardezi et al., 2023).

The diffusion of generative Al has intensified this concern. Large language models are capable of
producing coherent and persuasive explanations; however, the appearance of explanation does not
equate to genuine transparency (Kadaruddin, 2023). UNESCO’s guidance underscores that generative
Al systems can produce content that is plausible but inaccurate, complicating their application in
feedback, tutoring, and assessment (Miao & Holmes, 2023). Ethical concerns therefore extend beyond
whether a system can articulate its reasoning to whether stakeholders can reliably distinguish
substantiated explanations from persuasive simulations (Kotsis, 2025).

7. Accountability, Governance, and Institutional Responsibility

Accountability is where ethical principles intersect with institutional practice. The literature
consistently observes that responsibility for Al in education is distributed across multiple actors (Ab
Rahman et al., 2024). Developers design systems, administrators procure them, educators deploy
them, and students experience their effects. Consequently, identifying responsibility can be difficult
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when problems emerge. This distributed character helps explain why accountability is so frequently
emphasized in review studies and policy recommendations (Yan et al., 2025).

Yan et al. (2025) identify ethical governance as a pivotal area for solutions in the field. Recent
comparative analyses of university policies have shown that, while institutions have generally taken
a proactive stance, they have not comprehensively addressed the challenges introduced by generative
Al (Alali & Wardat, 2024; Adamakis & Rachiotis, 2025). Universities are increasingly formulating
guidelines on acceptable use, academic integrity, and pedagogical innovation; however, these policies
frequently lack specificity, internal consistency, or robust links to procurement practices and
assessment design (Song, 2024). The literature suggests that many institutions have been faster to
regulate student behavior than to govern third-party systems, data storage arrangements, procurement
criteria, or to conduct impact assessments (Valerio, 2024).

The ethical significance of this imbalance is considerable. Institutions find it more straightforward to
regulate students’ use of Al than to establish internal accountability for their own AI adoption,
although the latter may have more profound implications (Adamakis & Rachiotis, 2025). When Al
tools are incorporated into grading, advising, writing support, or risk assessment, ethical
responsibility cannot be devolved to individual users. Governance must therefore include clear
documentation of objectives, role allocation, audit processes, appeal mechanisms, and substantive
human oversight (Li, 2024). While the OECD AI Principles (OECD, 2019/2024) and UNESCO
guidelines (Miao & Holmes, 2023) advocate for this approach, the education-specific literature
indicates that implementation remains uneven (Vatankhah et al., 2024).

Research on governance has also emphasized the importance of participatory accountability. Ethical
frameworks are more effective when students, educators, and affected communities are actively
involved in the design and oversight of Al systems. Mouta et al. (2024) argue that ethical analysis
should regard Al as a non-neutral artifact and treat its arrival as an opportunity to reassess broader
educational ethics. This perspective is essential because accountability concerns not only the
remediation of harms after they occur but also the question of who possesses the authority to define
educational values before such systems are implemented (Thurzo, 2025).

8. Agency, Autonomy, and the Roles of Teachers and Learners

A notable strength of recent literature is its increasing emphasis on agency and autonomy. Ethical
considerations in education extend beyond the prevention of harm to encompass the protection of
learners’ and educators’ capacities to make informed decisions (Berson, Berson, & Luo, 2025). Fu
and Weng (2024) specifically identify agency and autonomy as essential characteristics of
responsible, human-centered Al. Guidelines from the OECD (2019/2024) and UNESCO (Miao &
Holmes, 2023) similarly emphasize that Al should augment, rather than supplant, human decision-
making.

In practice, however, agency can erode in subtle ways. Educators may feel pressured to conform to
Al-generated recommendations or to rely on automated feedback under workload and performance
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constraints (Duan & Zhao, 2024). Students may begin to treat generative Al as a substitute for
drafting, reflection, or sustained engagement with complex material. In both cases, the central concern
is not outright automation but the gradual erosion of skills and shifts in the norms that govern
educational practice (Chun et al., 2025). Nikolic et al. (2024) similarly note that adoption of Al by
teaching academics is advancing more rapidly than the professional learning required to support its
responsible use.

The literature considers autonomy from two interrelated perspectives. For students, the question is
whether Al facilitates self-directed learning or instead promotes dependency and uncritical
acceptance (Peng & Li, 2025; Wu et al., 2024). For educators, the question is whether Al expands
pedagogical approaches or constrains professional judgment through templates, predictions, and
default settings. These questions are ethical in nature because education aims not only at efficient task
performance but also at cultivating individuals capable of reasoning, deliberation, and engagement
(Wang, Cui, & Yuan, 2025). A system that improves immediate task completion while undermining
these capacities may be educationally detrimental, even where narrower performance metrics
improve.

Recent empirical work on perceptions of generative Al challenges overly simplistic narratives. Both
faculty and students typically acknowledge significant potential alongside notable risks in university
courses (Jauhiainen & Guerra, 2023). Students’ perspectives on Al in assessment are more nuanced
than a binary of acceptance or rejection (Routray & Khandelwal, 2024). These findings suggest that
agency should not be construed as a simple choice between using or avoiding Al Rather, it involves
negotiated norms regarding disclosure, appropriate reliance, evaluation, and responsibility (Igbokwe,
2024).

9. Academic Integrity, Assessment, and Authentic Learning

Since the emergence of widely available generative Al, no ethical issue has attracted greater public
attention than academic integrity. The literature increasingly suggests, however, that discussions of
integrity should extend beyond detection and prohibition (Costa, Mfolo, & Ntsobi, 2024). Generative
Al blurs traditional boundaries between assistance and authorship, drafting and outsourcing, and
editing and original creation (Wirzal et al., 2024). The ethical question is therefore not solely whether
students engage in misconduct, but also how assessment should be designed for environments in
which fluent machine-generated text is readily accessible (Rane et al., 2024).

Research on institutional policy supports this reorientation. Comparative analyses indicate that
universities worldwide tend to prioritize academic integrity in their guidelines on generative Al, often
placing it above detailed guidance on pedagogy or governance (Song, 2024; Slimi & Villarejo
Carballido, 2023). While this emphasis is understandable, it is not sufficient. Detection tools do not
provide a reliable solution: Weber-Wulff et al. (2023) demonstrated that commonly used Al-text
detectors lack reliability and can be circumvented through paraphrasing, obfuscation, and similar
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techniques. Excessive reliance on detection may therefore foster false confidence and risk
unwarranted accusations.

Recent investigations of student behavior add further complexity. Chan (2024) and related work
reveal that a substantial proportion of students do not perceive Al-assisted work as constituting
traditional plagiarism. Students assess the ethics of Al in assessment through a tripartite lens that
encompasses system design, institutional policy, and personal learning experience (Vieriu & Petrea,
2025). This perspective challenges narratives focused exclusively on misconduct by emphasizing that
ethical use cannot be secured solely through monitoring or honor codes when students lack clear,
shared, and educationally grounded norms.

Recent scholarship increasingly endorses assessment design that is process-oriented, authentic, and
reflective. Such approaches include phased drafting, oral defenses, in-class practical applications,
source documentation, and transparent disclosure of Al use (Lin & Chen, 2024). Their value lies not
in being “Al-proof”—a standard that is likely unattainable—but in realigning assessment with
learning processes that retain educational significance (Kalinichenko & Griban, 2025). Within this
framing, the discourse on academic integrity points to a broader ethical question: whether the
integration of Al will prompt institutions to develop more meaningful forms of assessment or,
conversely, intensify surveillance-based responses (Ozer, 2024).

10. Cross-Cutting Tensions

Several overarching tensions recur across themes in the literature. The first concerns personalization
versus surveillance: many Al tools offer tailored support but require extensive data collection (Unlii,
2024). The second concerns efficiency versus professional judgment: while automation can enhance
efficiency and broaden access to feedback, it may also compel educators and institutions to prioritize
scalable outcomes over thoughtful pedagogical practice (Pashaie, Mohammadi, & Golmohammadi,
2024). The third concerns innovation versus fairness: tools claimed to democratize education may
inadvertently perpetuate disparities related to language, disability, culture, or infrastructure (Sanchez
et al.,, 2025). The fourth concerns assistance versus integrity: generative Al can scaffold the
organization of ideas, yet it may also obscure authorship and reduce meaningful cognitive
engagement (Ghose, Ali, & Mishra, 2024). The fifth concerns distributed use versus concentrated
responsibility: although Al affects numerous stakeholders, accountability for its negative effects often
remains ambiguous (Slimi & Villarejo Carballido, 2023).

These tensions indicate that the central ethical question in Al and education is not whether the
technology is inherently beneficial or detrimental. Rather, it concerns whether institutions can govern
Al in a manner consistent with educational values. The literature is most productive when it eschews
technological determinism and examines how ethical outcomes are shaped by purpose, context,
design, and power dynamics. It is least productive when it presumes that broad principles or technical
solutions can resolve contested educational issues (Feldstein, 2023).
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Table (3). Cross-cutting ethical tensions and implications for practice
Tension Why it matters Implication for practice
Personalization vs. Personalized support typically requires Adopt data minimization, learner
surveillance extensive behavioral and performance control mechanisms, and privacy-

data.

preserving analytics.

Efficiency vs. pedagogical
autonomy

Automation may scale feedback but
narrow the scope of teacher judgment.

Retain educator responsibility for
consequential judgments and invest in
Al literacy training.

Innovation vs. fairness

New tools may expand access while
reproducing language, disability, or
infrastructure inequalities.

Conduct contextual fairness and
accessibility audits prior to
deployment.

Automation vs.
accountability

Responsibility becomes diffuse when
vendors, administrators, and educators
share control.

Define accountability, escalation, and
appeal procedures in institutional
policy.

Assistance vs. integrity

Generative Al can scaffold learning or
substitute for meaningful engagement.

Redesign assessment around process,
reflection, disclosure, and authentic

performance.

11. Major Research Gaps

Although the literature on Al ethics in education has expanded rapidly, several substantial gaps
remain.

First, the empirical evidence base lags behind normative debate. Numerous reviews observe that the
field relies predominantly on conceptual papers, policy analyses, and stakeholder perception surveys.
There is a relative paucity of longitudinal, comparative, or mixed-method studies that document how
ethical risks and benefits manifest over time in classrooms, schools, and universities (Yan et al.,
2025).

Second, higher education continues to dominate scholarly attention. Wieczorek et al. (2025) note that
ethical analysis of Al in K—12 education has only recently begun to be systematically consolidated.
This imbalance is significant because the ethical stakes, legal constraints, and learner vulnerabilities
vary substantially across age groups.

Third, the scope of research is geographically narrow. Recent reviews consistently highlight the
predominance of scholarship from Global North and English-language contexts (Maluleke, 2025).
Substantially more research is needed in multilingual, lower-resource, and differently regulated
educational environments.

Fourth, distinct technologies are too often treated as interchangeable. Ethical analyses frequently refer
to “Al in education” as though predictive analytics, automated scoring, intelligent tutoring systems,
recommender systems, and large language models raise identical concerns. This assumption is
unwarranted. Technology- and use-case-specific analyses are therefore necessary.

Fifth, stakeholder engagement remains insufficiently developed. Although students are frequently
positioned as the focal point of ethical consideration, they are seldom involved as co-creators of
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ethical frameworks. Research on participatory design and governance is particularly limited in K—12
settings (Berson et al., 2025).

Sixth, procurement and platform governance have received limited scholarly attention. Institutional
discussions of ethics frequently emphasize classroom applications while neglecting vendor contracts,
data-sharing agreements, model update cycles, platform lock-in, and the political economy of
educational Al.

Seventh, the field requires more robust measures for assessing educational harm and benefit. Ethical
discussions often highlight potential risks without offering defensible methods for evaluating trade-
offs. Further research is needed to evaluate not only fairness and privacy metrics but also pedagogical
quality, epistemic agency, trust, and the distribution of educational opportunity.

12. Directions for Future Research and Practice

Future work should advance along four principal lines. First, ethical frameworks should become more
context-sensitive, distinguishing among educational stages, disciplinary fields, technology types, and
institutional objectives. Evaluating an Al writing assistant in a first-year composition course raises
different considerations from evaluating a dropout-prediction model or a chatbot deployed in a K—12
setting.

Second, the field should strengthen its methodological rigor through longitudinal designs,
implementation studies, and comparative case analyses. A stronger empirical foundation would help
distinguish which ethical concerns remain primarily theoretical from those that manifest in practice,
and would clarify how mitigation strategies perform in real educational settings.

Third, governance research should shift toward a more participatory and organizational orientation.
Rather than focusing solely on student use of Al, scholars should examine how institutions procure
Al systems, train staff, formulate policies, conduct technology audits, and establish mechanisms for
resolving disputes and grievances. Policy documents acquire practical significance only through
enactment.

Fourth, educational ethics must remain anchored in substantive educational purposes. The central
question is not whether Al is integrated but how Al-mediated environments can advance learning,
inclusion, critical thinking, and democratic participation. This requires evaluating Al not only as a
productivity tool but also as a significant factor shaping what counts as knowledge, evidence,
authorship, and participation in educational contexts.

13. Conclusion

Scholarship on the ethical dimensions of AI in education has established a relatively coherent
foundation, with privacy, fairness, transparency, accountability, autonomy, and integrity emerging as
central concerns. Recent reviews demonstrate increasing conceptual sophistication and clearer
differentiation among stakeholder groups and educational levels. However, the field remains
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fragmented and continues to privilege normative declarations over empirical evaluation of ethical
concerns in practice.

The ethical considerations surrounding Al in education are distinctive because they implicate
pedagogical and institutional dimensions, not only technical performance. Al systems shape how
students are perceived, how educators make decisions, how assessment is organized, and how
educational opportunities are distributed. Responsible implementation in educational contexts
therefore cannot be reduced to compliance with general principles. It requires governance strategies
that foreground human and educational values, protect learners, support educators, and preserve the
centrality of educational purposes.

The most significant gap in the current literature is therefore both practical and theoretical: the field
requires more robust evidence on how ethical frameworks are implemented in educational settings
without reducing ethics to mere compliance. Until such research is more fully developed, institutions
should adopt Al with caution, with participatory oversight, and with a clear recognition that education
is not simply another domain for automated optimization.
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Appendix A. PRISMA 2020 Reporting Addendum

This addendum documents the reporting details required for full PRISMA 2020 compliance. Items
that can be specified at the protocol level are completed; items requiring the corresponding author’s
final search records are flagged for verification prior to submission.

Al. Information sources and search strategy:

Element

Specification and author actions

Databases searched

Scopus, Web of Science, ERIC, Education Source, IEEE Xplore, ACM
Digital Library, ScienceDirect, and SpringerLink. Confirm the final list of
databases actually searched.

Supplementary sources

UNESCO, OECD, European Union, and national education-policy
repositories, supplemented by forward and backward citation chasing of
key reviews. Confirm exact sources used.

Date range

Primary emphasis on 2023-2025 literature, with foundational and policy
sources retained where required. Confirm exact database search dates.

Core search string

(“artificial intelligence” OR “AI” OR “generative AI” OR “large language
model” OR “learning analytics” OR “adaptive learning””) AND (education
OR school OR university OR “higher education” OR “K—12") AND
(ethics OR privacy OR fairness OR bias OR transparency OR
explainability OR accountability OR autonomy OR “academic integrity”
OR inclusion OR governance).

Language limits

Specify any language restrictions applied during screening.

Protocol registration

If the review protocol was registered (e.g., PROSPERO, OSF), insert the
registry name and identifier; if not registered, state: “No review protocol
was registered.”

A2. PRISMA flow information:

PRISMA stage

Count/status Author verification required

Records identified from databases

[Insert exact number] Required from database exports.

and citation chasing

Records identified from policy sources

[Insert exact number] Required from search log.

Duplicate records removed

[Insert exact number] Required from reference manager or

screening tool.

Records screened by title and abstract

[Insert exact number] Required from screening spreadsheet.

Reports sought for retrieval

[Insert exact number] Required from full-text screening log.

Reports not retrieved

[Insert exact number] Required if any full texts were

unavailable.

Reports assessed for eligibility

[Insert exact number] Required from full-text screening log.

Reports excluded with reasons

Suggested categories: not education-
focused; not Al-focused; no ethical
dimension; duplicate; non-scholarly or
vendor source; full text unavailable.

[Insert by reason]

Sources included in qualitative
synthesis

[Insert final count] Verify the final included corpus against

the citations used in the synthesis.
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A3. Data extraction fields:
Field Definition
Bibliographic details Author, year, title, publication venue, and DOI or URL.
Educational context K-12, higher education, teacher education, early childhood, professional
learning, or cross-sector.
Al technology/application Generative Al, learning analytics, adaptive learning, automated assessment,

intelligent tutoring system, recommender system, proctoring system, or
governance/policy framework.

Stakeholder group Students, teachers, faculty, administrators, institutions, policymakers, vendors, or
affected communities.
Ethical domain Privacy/surveillance, fairness/bias/inclusion, transparency/explainability,
accountability/governance, agency/autonomy, academic integrity, or other.
Evidence type Systematic review, meta-review, empirical study, conceptual paper, policy
guidance, or technical and governance analysis.
Main finding Concise statement of the principal finding relevant to Al ethics in education.
Limitations Methodological, contextual, geographic, or evidentiary limitations reported by

the source or identified during synthesis.

A4. Quality appraisal plan:

For full systematic-review submission, study-type-appropriate appraisal tools should be applied:
AMSTAR 2 for systematic reviews, the Mixed Methods Appraisal Tool (MMAT) or the Joanna
Briggs Institute tools for empirical studies, and a transparent authority—relevance—implementation
checklist for policy documents. As the present manuscript does not report formal quality scores, its
conclusions are framed as a qualitative synthesis of current scholarship rather than as a quantitative
estimate of effect or prevalence.

AS. Declarations required prior to submission:
Declaration Text to complete
Funding [Insert funding source and grant number, or state: “This research received no
external funding.”]
Conflicts of interest [Insert any conflicts, or state: “The author(s) declare no competing interests.”]
Ethics approval Not applicable, as this is a literature review involving no human participants or
identifiable private data.
Data availability [Insert statement, e.g., “The search strategy and screening log are available from
the corresponding author upon reasonable request.”]
Author contributions [Insert contribution statement using the target journal’s required taxonomy, such
as CRediT.]
Use of Al tools [Disclose any Al-assisted editing or drafting in accordance with the target
journal’s policy.]

Declarations

Funding. [To be completed by the corresponding author. If no funding was received, state: “The
author(s) received no specific funding for this work.”]
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Conflicts of interest. [To be completed by the corresponding author. If none, state: “The author(s)
declare no competing interests.”]

Ethics approval. Not applicable. This article is a literature review and reports no research involving
human participants, animals, or identifiable private data.

Data availability. No primary datasets were generated or analyzed beyond the published literature
reviewed in this article. The search strategy and screening log are available from the corresponding
author upon reasonable request.

Author contributions. [To be completed by the corresponding author in accordance with the target
journal’s contribution taxonomy, such as CRediT.]

Use of Al tools. [Disclose any Al-assisted editing or drafting in accordance with the target journal’s
policy.]
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