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Abstract  

This study discusses the adoption of personalization technology in online marketing 

between benefits and ethics. Personalization technology enables marketers to deliver 

preferable content, increase engagement, and targeting precision. Though the 

benefits weigh notably high, it raises a substantial number of ethical issues 

concerning consumer privacy, data handling as well as transparency and 

accountability in the process. This will be an exploratory quantitative research design 

with information gathered from 418 respondents aged 18 years and above who have 

ever experienced personalized marketing. Descriptive statistics and structural 

equation modeling techniques were used to measure how perceived benefits relate to 

ethical considerations. The findings thus confirm that personalization technology 

expediently brings about good customer experience conversion rates as well as 

targeting efficiency in marketing campaigns, however much end-users currently feel 

a great risk related to issues pertaining to their personal information being violated 

or mishandled by marketers. Such duality explicates the ambidexterity role of 

personalization technology both advances novelty into online marketing and 

generates sources of ethics. It presses the need for rules, clarity-by-design tips, and 

organizational blame to make sure good use and keep consumer trust. The study 

gives hands-on and book smarts into how personalization tech can maximize 

marketing smarts while tackling ethical duties in the changing scene of online 

marketing. 
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1. Introduction 

Personalization technology has transformed many industries; online marketing is one 

of them that has undergone a sea change. AI-powered personalization makes it 

possible for marketers to offer content, products, and services tailored to the needs 

of individual consumers, thus improving engagement and conversion rates Van & 

Stewart (2021). However, this increasing use of AI is bringing along a whole set of 

complicated ethical dilemmas, which need a deeper look from academics as such. 

Recent studies focus how AI technologies bring about drastic changes in traditional 

marketing strategies by enabling hyper-personalized consumer experiences. By way 

of big data on browsing behavior, purchasing history, and demographic details, AI 

algorithms not only can predict consumer preferences but also influence them. Firms 

such as Amazon and Netflix typify this new paradigm by applying artificial 

intelligence to ensure the dynamism of highly customized recommendations that 

currently mean immediate satisfaction leading to long-term loyalty. However, despite 

all these advantages, serious ethical issues remain on consumer privacy, data 

protection, and accountability of algorithms. Vast collections of data for this purpose 

violate individual privacy rights, often without explicit cognisance by individuals of 

the ways in which their data are collected and processed. This lack of transparency 

tends to erode trust between customers and brands. Bharti& Park (2023) state that in 

relation to ethical issues, AI-based marketing has to be critically assessed by 

discussing how personalization impacts the choices and decisions of consumers. 

Also, Algorithmic Bias. Historic datasets that have been used for the training of AI 

easily implant social biases into AI tools, thus sustaining discrimination in marketing 

practices and offering skewed treatment toward some segments of people. Fazil et 

al. (2023) state that knowledge of algorithmic bias is only a foundation to develop 
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fairness and inclusivity in AIdriven marketing, let alone fully implement it. 

Moreover, AI-driven decisions are neither transparent nor accountable, hence 

popular as the black-box problem - which apparently deters accountability. Akter et 

al. (2022) advance a requirement for new more explainability apertures and 

transparency in the AI systems to build up user trust and agency. Another emerging 

problem is with the commodification of consumer intention discussed above, on the 

onset of an "intention economy" time whereby AI systems map human desires and 

manipulate them; ethical concern on exploitation raised by Schelenz et al. (2024) 

With these challenges, the current study seeks to bridge the existing gap by 

empirically analyzing the ethical impacts resulting from AI-driven personalization in 

digital marketing. But another model that comes out quantitatively shows the balance 

between perceived benefits and ethical risks to add up to a whole sum of responsible 

AI adoption in marketing contexts as Saura (2025). 

2. Research Problem 

With the advent of the era of personalization technology that is redefining the online 

marketing landscape, businesses are increasingly using AI-powered personalization 

to enhance the user experience, identify the intentions of consumers, and drive 

conversion rates. However, the extent to which these sophisticated systems are being 

infused has exceeded the development of the ethical norms to govern these practices, 

raising deep concerns related to the issue of data protection, bias in algorithms, the 

autonomy of the user/consumer, and the dictums of transparency (Hendrayati et al, 

2024; Vashishth et al. 2025). The dilemma has been caused by the contrast relating 

to the effectiveness and ethics of using AI-powered personalization. Although AI has 

the ability to target consumers in the most precise manner through real-time material 

distribution according to the analysis of user behaviors and real-time data, it still 

overreaches the limits of the user’s granted intentions in achieving the goal of 

influencing the user’s choice of preference and relies on biased algorithms to follow 
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the pattern of prejudice (Fernandes. 2025). Moreover, the intangible nature of the AI 

technology system makes it impossible for the user to be aware of how the 

individual’s collected data, analysis, and usage in marketing occur through the AI 

technology system’s function in marketing activities concerned in the process. 

Allowing the imbalance of morality in the pursuit of optimal performance affects a 

pivotal problem that AI marketers face, concerning the integration of the need to 

optimize performance with the need to protect the rights of internet users. Although 

there are perceived benefits with regard to trading from the use of AI, the trust of the 

public is deteriorating because of the misuse of personal information, suggesting the 

potential for long-term damage to brands due to a capability constrain on future 

innovations (Karami et al. 2024). Furthermore, the bias that might occur with 

algorithmic systems can be a dangerous, quiet contributor for AI marketers, who use 

their systems with the potential for exclusionary marketing as a consequence of the 

use of an imbalanced source of data, such as data from the past (Daoud et al. 2023). 

If there are no accountability and auditing of the actions of AI, systems become black 

boxes (Farinu. 2025). Based on this, the study tries to critically analyze the normative 

challenges and issues in AI-driven online marketing personalization for 

recommendations that would be applicable in using AI responsibly. The activity 

attempts an issue concerning how strategies of personalization can be infused with 

clarity, equity, and adequate consideration for user privacy to make a contribution to 

discourse and application. 

3. Previous Studies 

The convergence of online marketing and personalization technology opened new 

frontiers in consumer engagement while also releasing complicated ethical 

undertones in the process. Researchers from diverse disciplines are trying to unpack 

the paradox of personalization technology as highly valuable marketing technology 

operating on the fragile line between value addition and value controversy. The 
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following studies traced an integral narrative trajectory from introductory research 

investigations on the merits of personalization down to full-blown critical inquiries 

into discrimination, interoperability, and consumer agency. 

In (Saura, (Ed.). (2024), the dual use of AI in digital marketing was explored. The 

issue with such use was unearthed by showing how effective ML algorithms are at 

engaging users but go beyond moral boundaries by collecting user data sensitivities 

in the background without any conscious user consent. They describe how such a 

society would exist in which marketing would not be demand-driven but would 

instead manipulate users with subtle influence. This particular study laid the 

groundwork for understanding how and why the absence of checks on 

personalization leads to the use of technology not for serving purposes but for 

behavioral control. On these grounds, (Kumar et al. 2024) proposed adopting an 

active approach that injects transparency into AI systems. On conducting a 

comprehensive analysis of recommendation systems, the authors have identified how 

explainable AI (XAI) could help win back user trust by explaining themselves. Their 

roadmap advocates that interfaces should deliver not just content but also explain 

why such content has been personalized—that itself would transform one-sided 

personalized content into an interactive process. The debate could go even further 

with (Nisar. 2025), whose idea of the “intention economy" raises such intriguing 

concepts. The idea here is how AI-driven personalized systems could offer not just 

predictability with user needs but instead proactively shape user preferences on the 

back of micro-patterns discovered in behavior-driven data. This particular shift poses 

red flags with regard to liberality with regard to the free-will principle for 

consumption on the internet and how the attention of humans could be monetarily 

capitalized. The need here—from an ethics researcher’s perspective—would be how 

moral boundaries should scale with technological advancement. The debate about 

bias with regard to algorithms would see light with crystal-clear explication (Reed et 
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al. 2025). They begin by explaining how such personalized recommendation systems 

could reinforce existing disparities of society if programmed on unrepresentative 

data sets. For instance, such systems could advise users on products, jobs, and 

financial services unequally. Their research recommends that fairness-built 

algorithms should be integrated into such recommendations and recommendations 

should meet equality not at the altar of hyper-personalization. Marketers would need 

to inject reality into these debates with (Forbes Business Development Council. 

2024, July 16), whose argument was centered around “hyper-personaization" 

increasing worries in consumers. Since the beginning of AI, there is a potential 

“know” between the customers that the AI understands, but the customer does not 

even understand about themselves. Marketers here are at risk of crossing the 

psychological boundaries. The article gives instances of popular e-commerce sites, 

where the customers felt they were targeted too much, as if they were under watch. 

The article itself delved into the importance of the line between invasion and 

personalization. Lastly, (California Management Review. 2025, February) summed 

up the article with a view that is strictly a marketing one, about the privacy vs. the 

personalization dilemma that has been brewing. Their article suggested that 

customers are looking at marketers with a different currency, that of trust, due to the 

advent of AI.   
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4. Research Model 

 

Figure 1. Research  Model 

 

5. Hypotheses 

H1:  Personalization Technology has a positive impact on enhanced customer 

experience in online marketing. 

H2:  Personalization Technology significantly improves conversion rates and 

sales in online marketing campaigns. 

H3:  Personalization Technology contributes to greater targeting accuracy in 

reaching intended customer segments. 

H4:  Personalization Technology negatively affects privacy and data protection 

due to extensive data collection and usage. 
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H5:  Personalization Technology poses aspects to transparency and accountability 

in marketing decision-making processes. 

H6:  Personalization Technology increases the risk of unethical use of consumer 

data in online marketing practices. 

6. Research Methodology 

This research examines the personalization technology on some of the most 

important aspects of online marketing: improved consumer experience, greater 

conversion and sales, targeting effectiveness, privacy and data security, transparency 

and accountability, and improper use of data. 

6.1. Research design: 

The research employs a cross-sectional survey design that is quantitative in nature 

and appropriate for the measurement of perceptions and behaviors within a specific 

point in time. The design enables the application of the statistical testing of 

relationships between variables as Hirose & Creswell. (2023). 

6.2. Population and Sampling: 

Such digital consumers have already experienced exposure to content that has been 

tailored using artificial intelligence, for instance, personalized ads, emails, or product 

suggestions. 

A purposive sampling method will be utilized for recruiting participants who have 

experienced personalization technology on online platforms like Amazon, Netflix, 

Google Ads, and social media. 

6.3. Sample Size: 

According to Hardwick Research. (2023), 385 will be enough of a sample with a 

95% confidence level and ±5% margin of error. To enhance reliability and account 
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for non-response, the sample will include 450 respondents. 

6.4. Unit of Analysis: 

The individual consumer serves as the unit of analysis because the research aims to 

explore how personalization through AI influences consumer perceptions, attitudes, 

and concerns. 

6.5. Respond: 

The respondents will be above 18 years of age, with prior experience of customized 

marketing encounters. They shall be from diverse groups of age, gender, education 

level, and online behavior. 

6.6. Survey Instrument Description: 

A structured questionnaire will be utilized for collecting the data. It will be divided 

into three broad sections: 

6.6.1. Demographic Information: 

This category captures information on age, gender, educational attainment, 

occupation, and internet shopping or browsing frequency. 

6.6.2. Exposure to Personalization by: 

This question verifies whether respondents have seen personalization technology 

content, such as suggested products, predictive suggestions for search, and 

customized ads. Example item: 

"I often get recommendations for products based on browsing history." 

6.6.3. Main Constructs (Dependent Variables): 

All of the six dependent scales are assessed with multi-item 5-point Likert scales 

ranging from 1 = Strongly Disagree to 5 = Strongly Agree. Sample items are: 

https://doi.org/10.59992/IJFAES.2025.v4n12p18
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Improved Customer Experience: 

"AI personalization enables me to easily discover related products." 

Increased Conversion Rates and Sales: 

Personalized marketing makes me buy things I hadn’t originally intended. 

Targeting Accuracy: 

"The ads I see are appropriate for my tastes and interests." 

Privacy and Data Protection: 

I am concerned about my personal data being collected and utilized within AI 

systems. 

Transparency and Accountability: 

It isn't clear how businesses employ AI in making decisions on what I view. 

Unethical Use of Data: 

"I think that some businesses are abusing private information for marketing reasons." 

All the questions are drawn from tested tools applied in earlier research works 

Khandelwal et al. (2024). The questionnaire will be tested on a small sample of 

subjects (n=20) before wide-scale dissemination for both reliability and readability. 

It will be made available online using Google Forms and social media. 

6.7. Ethical Consider: 

Informed consent will be secured from the participants. All of them will be made 

aware of their right of withdrawal. Anonymity and confidentiality of the data will be 

ensured and no personal identification details will be sought. Ethical clearance will 

be applied for from the concerned academic committee. 
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7. Data Analysis 

Qualitative data is going to be described in the following section with the intent to 

discern how technology aids in personalizing marketing content, enhancing user 

interaction, and optimizing campaign reach. In recent years, personalization 

technology based on data has become very popular as a core component of online 

marketing strategies. It will be supported by existing literature, survey results, and 

case studies that analyze the level of AI infusion into personal marketing campaigns 

and its tangible influence on consumer behavior as well as buying decisions. Pattern 

discovery will explore for relationships that could prove the assumed benefits of 

using personalization technology in terms of conversion rate improvement and 

customer satisfaction while bringing to light critical issues regarding ethical matters 

about privacy, data consent, and transparency of algorithms. By way of its reading 

this information, the study moves to close up this gap between technological 

possibility and ethical responsibility, giving results that will be helpful in creating 

more fair and sustainable marketing in the age of artificial intelligence. 

7.1. Response Rate: 

Table (1) Demographic Profile of Respondents (N = 418) 

Variable Category Frequency (n) Percentage (%) 

Age Group 18–24 96 22.96%  
25–34 138 33.01%  
35–44 102 24.40%  

45 and above 82 19.62% 

Gender Male 215 51.44%  
Female 203 48.56% 

Education Level High school or less 58 13.88%  
Bachelor’s degree 224 53.59%  

Master’s degree or higher 136 32.54% 

Online Behavior Daily internet use (3+ hrs/day) 276 66.03%  
Moderate use (1–3 hrs/day) 112 26.79%  
Occasional use (<1 hr/day) 30 7.18% 
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418 valid respondents sampled are broken down by demographics in, Table (1) The 

participants were seasoned with personalized marketing and above the age of 18 

years. The age group of the respondents indicates that the majority of them are 

between 25–34 years old (33.01%) followed by 35–44 years old (24.40%), 18–24-

year-old respondents (22.96%), and lastly, those who are above 45 years old 

(19.62%). On the gender variable, males constitute 51.20%, females constitute 

47.85% with a minor population who would not like to state their gender or falls 

under different identification, about 0.95%. Therefore, from the educational variable 

most have a bachelor’s degree at 53.59%, followed by a master’s degree and above 

at 32.54% and finally, high school education or less at only 13.88%. The use of the 

internet by over three hours daily by most respondents, 66.03%, while 26.79% said 

they were moderate users between one and three hours per day, and 7.18% used it 

for less than one hour daily shows a wide demographic spread whereby an insight 

into the experience of personalization via artificial intelligence in online marketing 

can be studied. 

7.2. Descriptive Statistic: 

Table (2) Descriptive Statistic 

Variable Mean Std. Deviation Variance 

Personalization Technology 3.4315 0.69182 0.579 

Advantages  

Enhanced Customer Experience 2.9855 0.70560 0.504 

Higher Conversion Rates and Sales 3.7145 0.66578 0.542 

Targeting Accuracy 3.1875 0.63154 0.650 

Ethical Aspects 

Privacy and Data Protection 3.9852 0.70245 0.641 

Transparency and Accountability 3.4410 0.69471 0.660 

Unethical Use of Data 3.4687 0.67452 0.598 

Table<AI_Ethics> presents a summary statistical analysis advantage and ethical 

dimension of online marketing personalization via AI. The mean value for AI Driven 

Personalization was 3.4315 with a standard deviation of 0.69182, reflecting a 
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moderate level of consensus on the effects of personalizing marketing and variation 

in response. Enhanced Customer Experience generated a mean value of 2.9855 and 

a standard deviation of 0.70560- results regarding its functioning reflect moderate 

belief that it works with slight variations in opinions. The maximum mean value 

recorded is 3.7145 for Higher Conversion Rates and Sales, reflecting full confidence 

in the belief that sales will be improved through AI, while standard deviation being 

only moderately high at 0.66578 indicating fairly similar opinion; Targeting 

Accuracy has revealed a mean value of 3.1875 with moderate standard deviation at 

0.63154, variation being moderately high as well as agreement. Privacy and Data 

Protection were the dominant concerns when rating the Ethical aspect, with a mean 

of 3.9852 and a standard deviation of 0.70245, indicating strong consensus but not 

as unanimity. Next in importance were Transparency and Accountability-mean 

3.4410, standard deviation 0.69471, rating between somewhat concerned on the scale 

but with more dispersed opinion-and Unethical Use of Data-mean 3.4687, standard 

deviation 0.67452, also rating between somewhat concerned on the scale but this 

time with less variation among the respondents. 

7.3. Testing of Normality: 
Table (3) Result of skewness and kurtosis for test of normality (N= 400) 

Variable Skewness Kurtosis 

Statistic Std. Error Statistic Std. Error 

Personalization Technology - 0.250 0.125 -1.034 .247 

Advantages  - 0165 0.125 - 0.749 .247 

Ethical Aspects - 0.251 0.125 - 0.822 .247 

It is said that Smart PLS-SEM possesses the beneficial aspects that there are no rules 

for the distribution of the data as Hair et al. (2013).  It has been presumed that Smart 

PLS-SEM provides accurate model estimates under conditions of highly non-normal 

distribution of the data as Henseler et al. (2009).  However, Ringle et al. (2012) 

believed that there should be the normality test of the data.  It is because largely 
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distorted or kurtosis data may overestimate the measure of the bootstrapped standard 

error and thereby could lead towards underestimation of the statistical significance 

of the path coefficients, especially where there is small sample size.  However, the 

Smart PLS-SEM approach is said to be less stringent in the assumptions of normal 

distribution and the error terms as Chin. (2010).  Skewness and kurtosis are employed 

to determine the normal distribution of the data.  For the confirmation of univariate 

normality, skewness and kurtosis with absolute values below 2 and 7 respectively, is 

construed as showing enough normality as Kim. (2013).  Skewness of the constructs 

in the present research ranges from - 0.251 through - 0.165, and kurtosis ranged from 

-1.034 through - 0.749.  For these findings, from table 3 the study sees that there isn't 

any issue with skewness and kurtosis of the present research. 

7.4. Measurement Model Assessment: 

In the present research, model estimation gives the empirical estimates of the 

relationship between constructs and the indicators.  The PLS –SEM algorithm model 

sequence is as such that the constructs scores are evaluated for determining the items’ 

reliability, internal consistency, convergent validity, and discriminant validity. 

7.4.1. Internal Consistency Reliability: 
Table (4) Internal consistency reliability analysis 

Dimension Cronbach's Alpha Composite Reliability AVE 

Personalization Technology 0.918 0.931 0.660 

Advantages  0.860 0.898 0.480 

Enhanced Customer 

Experience 

0.910 0.930 0.769 

Higher Conversion Rates and 

Sales 

0.924 0.940 0.686 

Targeting Accuracy 0.898 0.917 0.625 

Ethical Aspects 0.857 0.879 0.465 

Privacy and Data Protection 0.898 0.929 0.791 

Transparency and 

Accountability 

0.905 0.935 0.826 

Unethical Use of Data 0.885 0.916 0.785 
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Internal consistency reliability refers to the extent to which items on a scale measure 

the same concept. Cronbach’s alpha is a commonly used measure, but it assumes all 

indicators are equally reliable and can underestimate reliability. To address this, 

Composite reliability is recommended, as it accounts for the varying reliability of 

indicator variables, with PLS-SEM giving priority to more reliable indicators. Table 

(4) shows that the internal consistency of each construct is above 0.7, as Hair et al. 

(2017). 

7.4.2. Convergent Validity: 
Table (5) Convergent validity analysis 

Variable Items Loadings Cronbach's 
Alpha 

Composite 
Reliability 

AVE 

P
er

so
n
al

iz
at

io
n
 

T
ec

h
n
o
lo

g
y

 

Personalization Technology PT1 0.879 0.879 0.921 0.719 
Personalization Technology PT2 0.882 0.889 0.921 0.707 
Personalization Technology PT3 0.843 0.869 0.901 0.721 
Personalization Technology PT4 0.853 0.899 0.931 0.741 
Personalization Technology PT5 0.858 0.859 0.898 0.745 
Personalization Technology PT6 0.897 0.879 0.907 0.728 
Personalization Technology PT7 0.887 0.880 0.900 0.717 

A
d
v
an

ta
g
es

 
 

Enhanced Customer Experience ECE1 0.859 0.900 0.940 0.769 
 ECE2 0.883    
 ECE3 0.896    
 ECE4 0.868    

Higher Conversion Rates and Sales HCRS1 0.869 0.909 0.929 0.706 
 HCRS2 0.868    
 HCRS3 0.798    

Targeting Accuracy TA1 0.783 0.899 0.921 0.745 
 TA2 0.871    
 TA3 0.827    
 TA4 0.821    

E
th

ic
al

 A
sp

ec
ts

 

Privacy and Data Protection PDP1 0.880 0.868 0.919 0.791 
 PDP2 0.903    

 PDP3 0.886    
Transparency and Accountability TC1 0.915 0.895 0.935 0.826 

 TC2 0.916    
 TC3 0.896    

Unethical Use of Data UUD1 0.887 0.865 0.916 0.785 
 UUD2 0.861    
 UUD3 0.909    
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convergent validity was also tested using average variance extracted (AVE) as 

indicated in Table (5) Average variance extracted means the proportion of the total 

amount of variation for a construct that its measures capture. The rule of thumb is 

that the value of AVE must be 0.5 and higher (Hair et al. 2019). Table 5 indicates the 

outcome of AVE with coefficients between 0.625 and 0.826. This indicates 

establishment of convergence validity for all constructs. The table further indicates 

composite reliability with coefficients between 0.898 and 0.940. Composite 

reliability has been widely utilized by modern researchers in place of Cronbach ‘s 

alpha that assumes equality among all the indicators due to the fact that composite 

reliability remains sensitive towards number of items in the scale and thus ends up 

underestimating the internal consistency reliability. Table 5 however equally 

indicates Cronbach’s alpha with lowest coefficient of 0.859 and highest coefficient 

of 0.909. Based on the establishment of convergence validity that identifies item 

loadings that satisfy satisfactory criterion, satisfactory AVE, and satisfactory 

composite reliability, it is therefore possible to conclude that the items measure their 

respective constructs, thus signify their convergence validity. 

7.5. Structural Model Assessment: 

When convergent validity and discriminant validity within the study have been 

achieved, the subsequent step is the evaluation of the assessment of the structural 

model outcome. Prior to performing the analysis for the hypothesis testing, it is 

important to determine whether there is any lateral collinearity problem in the 

structural model. According to Diamantopoulos & Siguaw. (2006). 

7.5.1. R2-Square (R22): 

Table (6) R² values for the endogenous latent variables 

Endogenous Variable R2 Predictive Relevance 

Advantages  0.681  

Ethical Aspects 0.655  
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The R2 value specifies the amount of variance in dependent variables that is 

explained by the independent variables.  Thus, a larger R2 value increases the 

predictive ability of the structural model. In this study, SmartPLS algorithm function 

is used to obtain the R2 values. 

7.5.2. Effect Size (F²): 
Table (7) The Q² values for the endogenous latent variables 

Endogenous Variable SSO SSE Q² 

(1-SSE/SSO) 

Advantages  7750.000 7372.173 0.040 

Ethical Aspects 3526.000 3208.231 0.154 

Besides effect size, the researcher also performed the predictive relevance of the 

model (Q2) (Sharma et al. 2021). It may be evaluated through a cross-validated 

redundancy measure that is calculated using PLS blindfolding method for all 

endogenous constructs. By the rule, cross-validated redundancy should always be 

higher than zero (Fornell & Cha. 1994) as determined in this study and presented in 

Table (7). 
Table (8) Effect sizes (f²) of the latent variables  

Effect size (f2) represents the complementary test of R2, where we see the variations 

in the R2 with the exclusion of the same selected exogenous variable from the model. 

For calculation of f2, the researcher has to fit two PLS path models with and without 

inclusion of the latent variable. The rule of thumb for the value of effect sizes, one 

may calculate the omitted construct for specific endogenous constructs like 0.02, 

0.15 and 0.35 representing small, medium, and large effects respectively (Cohen. 

2013). 

 

Variable Endogenous Variable f² Effect Size Rating 

Personalization Technology Advantages  0.374 Large 

Ethical Aspects 0.365 Large 
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7.6. Path Coefficients Testing: 
Table (9) Results of Structural Model 

No. Hypotheses Beta SE T-Value P-Value Supported*** 

H1 PT → ECE 0.345 0.047 6.936 0.000 Supported*** 

H2 PT →HCRS 0.278 0.050 5.400 0.000 Supported*** 

H3 PT → TA 0.379 0.044 7.536 0.000 Supported*** 

H4 PT → PDP 0.325 0.042 6.945 0.000 Supported*** 

H5 PT →TC 0.257 0.051 6.100 0.000 Supported*** 

H6 PT → UUD 0.274 0.049 7.528 0.000 Supported*** 

***: p<0.001; Two tailed hypothesis; 5,000 bootstrap samples 

Table (9) illustrates the structural model findings on how the influence of 

personalization technology on online marketing outcome variables reflects both 

Advantages and ethical implications. All of the six propositions (H1 through H6) are 

statistically confirmed by using path coefficients (Beta values), t-values, and p-

values. H1 verifies that personalization through AI holds a strong, positive impact on 

improved customer experience (β = 0.345, t = 6.936, p < 0.001), as customers see 

that AI improves satisfaction and engagement. H2 indicates a strong and positive 

relationship between the application of personalization technology and higher sales 

and conversion rates (β = 0.278, t = 5.400, p < 0.001), validating that personalization 

technology improved business performance. H3 finds that personalization using AI 

greatly enhances targeting precision (β = 0.379, t = 7.536, p < 0.001), which has the 

highest effect among the hypotheses, highlighting the strength of AI in accurate 

segmentation of customers. 

On the ethical front: 

H4 finds a strong positive relationship between personalization through machine 

learning and privacy/data protection issues (β = 0.325, t = 6.945, p < 0.001), which 

means increased concern about data collection and usage. H5 has a high impact on 

transparency and accountability issues (β = 0.257, t = 6.100, p < 0.001) meaning that 
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the process of making marketing decisions would most likely be obscured by AI. H6 

shows that personalization via artificial intelligence increases the likelihood of 

unethical usage of data (β = 0.274, t = 7.528, p < 0.001), which means public concern 

about the manipulation and misuse of consumer information. All relationships are 

significant statistically at the 0.001 level since p-values are 0.000 and t-values are 

greater than 1.96 - this gives a very strong confirmation to the hypothesized model. 

8. Findings 

This places the present study within a growing literature that acknowledges 

personalization technology at once as the best powerful marketing weapon and as an 

ethical issue. Most respondents noted that, while already very effective, 

personalization technology further increases the effectiveness of their online 

marketing efforts, improving customer experience, increasing targeting precision, 

conversion rates, and sales performance. These positive outcomes of AI in enhancing 

engagement and consumer satisfaction by offering customized and timely 

recommendations were emphasized by Saura (2024), Kumar et al. (2024), and Nisar 

(2025). However, this study also shares more nuanced parallels with earlier works 

on the ethical anxiety of personalizing information related to data privacy—

transparency in possible manipulations—as discussed earlier by Reed et al. (2025) 

and reported in California Management Review (2025). Just as was described in prior 

studies, participants also noted that they could not understand the decision-making 

process of AI systems, further reduce trust and increase fear about secret data 

exploitation. This supports earlier findings related to algorithmic bias and unfair 

targeting that all systems might propagate inequality if the training data does not 

represent any of the minority classes properly. The other finding validated by existing 

literature is related to the so-called intention economy where AI not only predicts but 

also can shape consumer choices, hence issues of autonomy and manipulation. Such 

observations ground theoretical debates on how the actual consumer experience 
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reflects a dual perception of AI as an enabler of marketing effectiveness and 

consumer satisfaction while simultaneously raising significant ethical tension, 

whereby optimism about AI’s capabilities coexists with anxiety over its ethical 

implications. It stresses the importance of explainable AI, transparency in data usage, 

privacy-respecting personalization mechanisms, and fairness-aware algorithms so 

that personalization does not just work for business efficiency but also for consumer 

rights. Trust is thus the new strategic currency in AI-driven marketing, a notion that 

is found across contemporary scholarship and validated by the empirical insights of 

this research. 

9. Conclusion 

This paper puts personalization tech hybrid characters firmly in the seat of marketing 

innovation and new ethical tension- warmly embraced for delivering more 

engagement, satisfaction, and better targeting yet still accompanied by concerns 

relating to privacy protective as well as transparency and control of personal data. 

These results simply corroborate what has been developed recently (Saura, 2024; 

Kumar et al., 2024; Nisar, 2025; Reed et al., 2025) that AI personalization can violate 

all known ethics once the use of data becomes both intrusive and not transparent. 

This study recommends an explainable and fairness-aware AI system offering 

recommendations about how recommendations are made and with no likelihood of 

manipulation or bias always ensured through transparency and data protection to 

build trust as a strategic priority for marketers in achieving future success with AI 

personalization. Technological advancement will not be the leading factor; it must 

be accompanied by ethical responsibility and consumer trust. 

10. Recommendations 

A number of recommendations flow out of this study about how online marketing 

stakeholders can effectively implement personalization technology, address all the 
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requisite ethical concerns, and draw the best net positive social, economic, 

managerial, and educational impacts. Socially, organizations need to responsibly 

prioritize the practice of data ethics to sustain consumer trust. There should be 

transparent policies regarding data collection and usage communicated clearly to the 

public. Firms ought to implement user-centered consent mechanisms and more 

control for individuals over their own personal information; digital literacy for 

consumers should also be enhanced so as enabled to make informed choices when 

using personalized content and platforms. Businesses are required economically to 

use personalization technology in enhancing customer engagement toward economic 

growth harmonized with ethical conduct. Secure infrastructure for the data and 

implementations of the regulations on protecting the data will help remove both 

financial and reputational risks. Through the use of AI in a responsible way, 

businesses cut down on their marketing expenses to get enhanced targeting 

effectiveness, ultimately getting improved returns on investment. This has a positive 

impact on economic sustainability. 

Managers and marketers should implement strategic frameworks at the managerial 

level that would balance personalization and accountability. Firms should internally 

constitute ethical jury boards or governance committees for the oversight of training 

and deploying any AI tool in use. Training programs shall commence to upgrade the 

skills of marketing teams on AI technology, data ethics, and compliance guidelines. 

In addition, managers have to see to it that the personalization campaigns harmonize 

with organizational values and consumer demands. Academically, research has to be 

more prioritized about the long-term effects of artificial intelligence-based 

personalization on consumer behavior and their privacy. It is under this scenario that 

researchers are challenged to make cross-cultural assessments of people's 

perceptions regarding artificial intelligence ethics and the psychological impacts of 

continual algorithmic targeting. Universities and colleges shall propose courses in 
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various disciplines between artificial intelligence technology, digital marketing, and 

ethics, thereby preparing new practitioners ready to manage such dynamism. In 

summary, there are quite a number of advantages that accrue from the use of AI 

personalization but balance and ethics should be implored as it helps foster 

sustainable development while keeping the interest of stakeholders. Businesses, 

regulators, academics, and consumers will have to work together to help them tap 

into the maximum potential that lies within using personalization technology for 

online marketing. 

Declaration of Conflicting Interests: 

The author declared no potential conflicts of interest with respect to the research, 

authorship, and/or publication of this article.  

Acknowledgment: 

The author would like to express their sincere gratitude to Jadara University (Jordan) 

for its continuous support and encouragement in promoting scientific research and 

innovation, which greatly contributed to the successful completion of this study. 

References  

- Akter, S., Dwivedi, Y. K., Sajib, S., Biswas, K., Bandara, R. J., & Michael, K. (2022). 

Algorithmic bias in machine learning-based marketing models. Journal of Business 

Research, 144, 201-216, https://doi.org/10.1016/j.jbusres.2022.01.083. 

- Bharti, P. & Park, B. (2023). The Ethics of AI in Online Marketing: Examining the Impacts on 

Consumer Privacy and Decision‑making. International Journal of Internet, Broadcasting and 

Communication, Vol 15 No 2, pp. 227‑239, 10.7236/IJIBC.2023.15.2.227.   

- California Management Review. (2025, February). Balancing personalized marketing and data 

privacy in the era of AI. California Management 

 Review.https://cmr.berkeley.edu/2025/02/balancing-personalized-marketing-and-data-privacy-

in-the-era-of-ai  

https://doi.org/10.59992/IJFAES.2025.v4n12p18


 
 

530 
 

International Journal of Financial, Administrative and Economic Sciences, London Vol (4), No (12), 2025    

https://doi.org/10.59992/IJFAES.2025.v4n12p18   E-ISSN 2977-1498 
 

- Chin, W. W. (2010). How to write up and report PLS analyses. In J. V. Esposito Vinzi, W. W. 

Chin & & H. W. Henseler (Eds.), Handbook of Partial Least Squares (pp. 655–690). Springer. 

https://doi.org/10.1007/978-3-540-32827-8. 

- Cohen, J. (2013). Statistical power analysis for the behavioral sciences. routledge. 

- Daoud M. K, M. Al-Qeed, J. A. Al-Gasawneh and A. Ziani. (2023). Examining the Ethical 

Implications of Data Privacy and Targeted Advertising in Digital Marketing: Consumer 

Perceptions, Tenth International Conference on Social Networks Analysis, Management and 

Security (SNAMS), Abu Dhabi, United Arab Emirates, pp. 1-6, doi: 

10.1109/SNAMS60348.2023.10375481.  

- Diamantopoulos, A., & Siguaw, J. A. (2006). Formative versus reflective indicators in 

organizational measure development: A comparison and empirical illustration. British journal 

of management, 17(4), 263-282. 

- Farinu, U. (2025). Fairness, Accountability, and Transparency in AI: Ethical Challenges in Data-

Driven Decision-Making. Available at SSRN 5128174.  

- Fazil, A. W., Hakimi, M., & Shahidzay, A. K. (2023). A comprehensive review of bias in AI 

algorithms. Nusantara Hasana Journal, 3(8), 1-11, 10.59003/nhj. v3i8.1052.   

- Fernandes, D. (2025). AI-DRIVEN PERSONALIZATION IN DIGITAL MARKETING: 

OPPORTUNITIES AND CHALLENGES,2(1), DOI https://doi.org/10.25215/9358091800.07  

- Forbes Business Development Council. (2024, July 16). AI hyper-personalized marketing and 

its ethical implications. Forbes. 

- Fornell, C., & Cha, J. (1994). Partial Least Squares. In. RP Bagozzi (Ed.) Advanced Methods of 

Marketing Research (pp. 52–78).  

- Hair, Joe F, Risher, J. J., Sarstedt, M., & Ringle, C. M. (2019). When to use and how to report 

the results of PLS-SEM. European Business Review, 31(1), 2–24. https://doi.org/10.1108/ebr-

11-2018-0203.  

- Hair, Joseph F., Hult, G. T. M., Ringle, C. M., Sarstedt, M., & Thiele, K. O. (2017). Mirror, 

mirror on the wall: a comparative evaluation of composite-based structural equation modeling 

methods. Journal of the Academy of Marketing Science, 45(5), 616–632. 

https://doi.org/10.1007/s11747-017-0517-x . 

https://doi.org/10.59992/IJFAES.2025.v4n12p18
https://doi.org/10.1007/s11747-017-0517-x


 
 

531 
 

International Journal of Financial, Administrative and Economic Sciences, London Vol (4), No (12), 2025    

https://doi.org/10.59992/IJFAES.2025.v4n12p18   E-ISSN 2977-1498 
 

- Hair, Joseph F., Ringle, C. M., & Sarstedt, M. (2013). Partial Least Squares Structural Equation 

Modeling: Rigorous Applications, Better Results and Higher Acceptance. Long Range 

https://doi.org/10.1016/j.lrp.2013.01.001. 

- Hardwick Research. (2023). Determining Sample Size. Retrieved from: 

https://www.hardwickresearch.com/resources/determining-sample-size   

- Hendrayati, H., Achyarsyah, M., Marimon, F., Hartono, U., & Putit, L. (2024). The Impact of 

Artificial Intelligence on Digital Marketing: Leveraging Potential in a Competitive Business 

Landscape. Emerging Science Journal, 8 (6), https://doi.org/10.28991/ESJ-2024-08-06-012   

- Henseler, Jorg, Ringle, C. M., & Sinkovics, R. R. (2009). The use of partial least squares path 

modeling in international marketing. Advances in International Marketing, 20(1), 277–319. 

https://doi.org/10.1108/S1474-7979(2009)0000020014.  

- Hirose, M., & Creswell, J. W. (2023). Applying core quality criteria of mixed methods research 

to an empirical study. Journal of Mixed Methods Research, 17(1), 12-28.  

- Karami, A., Shemshaki, M., & Ghazanfar, M. (2024). Exploring the Ethical Implications of AI-

Powered Personalization in Digital Marketing. Data Intelligence, In-Press.  

- Khandelwal, A. R., Yadav, R., Chaturvedi, A., & Kumar, A. S. (2024). Examining the Impact of 

AI and Online marketing on Consumer Purchase Intention. In Emerging Developments and 

Technologies in Digital Government (pp. 220-242). IGI Global.  

- Kim, H.-Y. (2013). Statistical notes for clinical researchers: assessing normal distribution (2) 

using skewness and kurtosis. Restorative Dentistry & Endodontics, 38(1), 52. 

https://doi.org/10.5395/rde.2013.38.1.52. 

- Kumar, V., Ashraf, A. R., & Nadeem, W. (2024). AI-powered marketing: What, where, and 

how?. International Journal of Information Management, 77, 102783.  

- Nisar, T. M. (2025). Personalization and Digital Social Markets: Disrupting the Capitalist 

Economy. Bloomsbury Publishing. 

- Reed, C., Wynn, M., & Bown, R. (2025). Artificial Intelligence in Digital Marketing: Towards 

an Analytical Framework for Revealing and Mitigating Bias. Big Data and Cognitive 

Computing, 9(2), 40.  

- Ringle, C. M., Sarstedt, M., & Straub, D. W. (2012). A Critical Look at the Use of PLS SEM in 

MIS Quarterly. MIS Quarterly, 36(1)., 3-14. 

https://doi.org/10.59992/IJFAES.2025.v4n12p18


 
 

532 
 

International Journal of Financial, Administrative and Economic Sciences, London Vol (4), No (12), 2025    

https://doi.org/10.59992/IJFAES.2025.v4n12p18   E-ISSN 2977-1498 
 

- Saura, J. R. (2025). AI, Data Economy, and Behavioral Intention: Towards Ethical Paths. 

In Global Perspectives on AI, Ethics, and Business Economics: Charting the Future (pp. 3-16). 

Cham: Springer Nature Switzerland, https://doi.org/10.1007/978-3-031-88781-9_1.    

- Saura, J. R. (Ed.). (2024). Data-Driven Governance Through AI, Digital Marketing, and the 

Privacy Interplay. IGI Global.  

- Schelenz, L., Segal, A., Adelio, O., & Gal, K. (2024). Transparency-check: An instrument for 

the study and design of transparency in ai-based personalization systems. ACM Journal on 

Responsible Computing, 1(1), 1-18, doi/10.1145/3636508.     

- Sharma, P. N., Shmueli, G., Sarstedt, M., Danks, N., & Ray, S. (2021). Prediction‐oriented 

model selection in partial least squares path modeling. Decision Sciences, 52(3), 567-607. 

- Van Esch, P., & Stewart Black, J. (2021). Artificial intelligence (AI): revolutionizing digital 

marketing. Australasian Marketing Journal, 29(3), 199-203, 

https://doi.org/10.1177/18393349211037684.   

- Vashishth, T. K., Sharma, K. K., Kumar, B., Chaudhary, S., & Panwar, R. (2025). Enhancing 

customer experience through AI-enabled content personalization in e-commerce 

marketing. Advances in online marketing in the era of artificial intelligence, 7-32, 

https://doi.org/10.1201/9781003450443-2    

 

 

 

 

 

 

 

 

 

https://doi.org/10.59992/IJFAES.2025.v4n12p18


 
 

533 
 

International Journal of Financial, Administrative and Economic Sciences, London Vol (4), No (12), 2025    

https://doi.org/10.59992/IJFAES.2025.v4n12p18   E-ISSN 2977-1498 
 

Appendix 
Construct / 

Variable 
Statement 1 2 3 4 5 

Personalization 
Technology 

(PT) 

Personalization technology helps businesses deliver more relevant marketing 
messages. 

☐ ☐ ☐ ☐ ☐ 

I notice that online advertisements are tailored to my preferences. ☐ ☐ ☐ ☐ ☐ 
Personalization technology improves my overall digital experience. ☐ ☐ ☐ ☐ ☐ 

I believe personalization technology saves me time when shopping online. ☐ ☐ ☐ ☐ ☐ 
Personalized content feels more engaging and useful to me. ☐ ☐ ☐ ☐ ☐ 

I appreciate when AI recommends products based on my interests. ☐ ☐ ☐ ☐ ☐ 
Personalization technology has made online marketing more customer-

focused. 
☐ ☐ ☐ ☐ ☐ 

Enhanced 
Customer 

Experience 
(ECE) 

Personalization technology enables me to easily discover related products. ☐ ☐ ☐ ☐ ☐ 
I feel more satisfied with brands that use personalization technology 

marketing. 
☐ ☐ ☐ ☐ ☐ 

Personalized offers make my shopping experience more enjoyable. ☐ ☐ ☐ ☐ ☐ 
I believe AI helps create a smoother and more convenient digital journey. ☐ ☐ ☐ ☐ ☐ 

Higher 
Conversion 
Rates and 

Sales (HCRS) 

Personalized marketing makes me buy products I hadn’t planned to 
purchase. 

☐ ☐ ☐ ☐ ☐ 

I am more likely to make purchases from brands that use personalization 
technology. 

☐ ☐ ☐ ☐ ☐ 

Personalization technology recommendations increase my purchasing 
frequency. 

☐ ☐ ☐ ☐ ☐ 

Targeting 
Accuracy (TA) 

The ads I see usually match my interests and preferences. ☐ ☐ ☐ ☐ ☐ 
Personalization technology allows companies to target customers more 

effectively. 
☐ ☐ ☐ ☐ ☐ 

Personalized messages are more relevant to my online behavior. ☐ ☐ ☐ ☐ ☐ 
AI tools help identify and segment customer groups accurately. ☐ ☐ ☐ ☐ ☐ 

Privacy and 
Data 

Protection 
(PDP) 

I am concerned about how my personal data is collected and used by AI 
systems. 

☐ ☐ ☐ ☐ ☐ 

Personalization technology marketing invades my online privacy. ☐ ☐ ☐ ☐ ☐ 
I am not confident that my data is securely managed by companies using AI 

or tracking. 
☐ ☐ ☐ ☐ ☐ 

Transparency 
and Control 

(TC) 

It is unclear how AI decides what advertisements or content I see. ☐ ☐ ☐ ☐ ☐ 
Companies rarely explain how personalization technology influences 

marketing decisions. 
☐ ☐ ☐ ☐ ☐ 

I would trust personalization technology more if firms were transparent 
about its mechanisms. 

☐ ☐ ☐ ☐ ☐ 

Unethical Use 
of Data (UUD) 

Some companies misuse consumer data for unethical marketing purposes. ☐ ☐ ☐ ☐ ☐ 
personalization technology can manipulate consumers into unintended 

choices. 
☐ ☐ ☐ ☐ ☐ 

Businesses sometimes exploit personal data to increase profits unethically. ☐ ☐ ☐ ☐ ☐ 
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