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Abstract

Social media advertising has changed the way businesses trade on consumers as the
personalized and engaging content is delivered faster and wider than ever before. On
the other hand, the very dynamic environment of advertising also allows creating
space for several forms of deceptions, including fake promotion, misleading claims,
and phishing campaigns. These tactics take advantage of consumer trust towards
brands and platforms and create a misconception between genuine and fake. Such
deceptive practices have a very severe cyber security impact because customers end
up sharing their private information or downloading malicious software, putting them
in danger from cyber threats. The dependency of social media on the consumer and
advancement of deceptive techniques has highlighted the need for the improvement
of consumers’ awareness along with regulatory oversight. Deceptive advertising, from
a cybersecurity point of view, has been increasingly challenging for the individual as
well as organizations. Fraudulent advertisements induce almost all social media
techniques in order to manipulate consumers, making it quite hard to detect a breach
or become a victim of identity theft. Furthermore, the rapid spread of such false
adverts facilitated by algorithms creates a wider reach and risk to a larger audience.
Therefore, collaborated action on part of policymakers, social media platforms, and
experts in cybersecurity address this emerging issue by strengthening regulatory
frameworks, enriching and verification processes, and improving digital literacy. This
initiative can reduce the possibilities of misleading customers and instilling an
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atmosphere of trust in using social media as an advertising platform.

Keywords: Deceptive Marketing, Social Media, Cybersecurity Risk, Consumer
Awareness.

1. Introduction

Social media advertising can be defined as a generic term that incorporates all forms
of advertising — whether explicit (e.g., commercial videos or banner advertisements)
or implicit (firm-related tweets or fan pages) that are delivered through social
networking sites (SNS) (Taylor, Lewin, and Sutton, 2011, Wright et al., 2010 as cited
in Rahman and Rashid [1]). According to Oletewo (2016) in Ekwueme and Okoro [2],
social media advertising uses social networking sites Instagram, Facebook, Twitter,
LinkedIn, etc. for creating awareness and reinforcing consumer loyalty towards a
person, product or idea by means of persuasive communication.

Another definition of the term was presented by Otugo et al. [3] where he referred to
social media advertising as the process of gaining traffic or attention to one’s website
through SNS, with efforts based on creating content that attracts attention and
encourages readers to share it with their social networks. Unlike traditional advertising
strategies, social media advertising allows businesses to connect with their potential
customers through real-time interaction and personalized experiences. With the
advent of smartphones and internet connectivity, social media became an important
factor for businesses and brands’ due to their competitive edge over others in reaching
audiences [4].

A major strength of social media advertising lies in its precise targeting and
effectiveness of the outcomes. Platforms use huge volumes of user data, allowing
businesses to define their audiences according to demographics, interests, behaviors,
and geographical locations. Creating the base of advertisements on these data-driven
parameters ensures that an advertisement budget is healthy and is focused towards
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maximizing ROI. Examples of formats used in social media advertising are videos,
images, stories, live streams, and interactive content like quizzes and polls that give
brands an extensive range of approaches to engaging with their audience. In addition
to this, the availability of real-time performance metrics helps the marketers to not
only adjust but, refine marketing strategies for improved results [5].

The market size of social media advertisements has rapidly increased in the recent
years. It has grown from $228 billion in 2024 to $256.5 billion in 2025 at a compound
annual growth rate (CAGR) of 12.5% [6]. This growth can be associated increased
internet penetration, increased social media platforms, data analytics and insights as
well as targeted advertising capabilities. Social media advertising also has its fair
share of challenges. Due to increased competition, advertising cost is on the rise.
Moreover, concerns about data privacy and ethical aspects of advertising have
increased the scrutiny over platforms itself as well as on the advertiser. According to
Chi [7] another phenomenon of users suffering from ad fatigue, where too much
advertisement becomes counterproductive in its effectiveness. To mitigate all of these
challenges, brands must focus on creating something interesting, valuable, and real
that will fit their ethical styles in their targeted audience. With developments in
artificial intelligence, augmented reality, and influencer partnership, he future of
social media advertisement is definitely well-defined.

Marketing deception is defined as a practice in which a business would purposely
mislead its consumers, thereby influencing their choices regarding a product’s
purchase. Deceptive marketing strategies include: false advertisement, misleading
product descriptions, hidden charges, as well as exaggerated benefits from a product.
Such practices damage consumer trust and can have serious repercussions which
might involve legal sanctions, reputational damage, loss in customer loyalty, and other
implications for the business itself [8]. Many countries have strong disciplinary
regulations; however, deceptive practices still persist in different forms particularly in
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highly competitive industries where the pressure to increase sales can put ethical
considerations in a corner.

False advertising is a very common form of customer deception, where businesses
usually make false claims about a product’s attributes or performance levels.
Overstating the health benefits by using baiting -switching, or showing exaggerated
testimonials which do not reflect consumer experiences can be some examples of false
advertising. Another example of deception is omission, which is concealing crucial
information, like not mentioning hidden fees, unfavorable provisions in contracts, or
the actual cost of a product. The digitized era now experiences the emergence of yet
another method of deception: fake reviews and influencer endorsements that mislead
customers, making it even harder for them to make informed choices [9]. According
to the data presented by Baltezarevi¢ [10], apart from other factors, deceptive or
misleading advertisements (46%) is the emergent factor in contributing towards
customer dissatisfaction and subsequent negative perception of the brand.

Cybersecurity has emerged as a critical issue in the context of social media because
of the huge deposits of personal as well as financial and behavioral information of the
users. Social media is, a matter of fact, an interactive hub where individuals,
businesses, and organizations share concepts with one another, hence, presenting an
ideal opportunity for a cyberattack. Cyber threats include data breaches, identity theft,
phishing scams, or the transmission of malware. A major area of concern in this case
is data privacy. Most of the time, social media applications collect vast amounts of
user information, which if not properly secured, can be hacked by cybercriminals or
unauthorized third parties. Indeed, almost every major data breach of the recent times
was an expose of different sensitive information that consumers have been providing
over the years and costing financial losses, reputational damages, and denting public
trust. Moreover, attacks on the social media space can be of a more serious
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consequence, such as manipulating elections and disinformation, which overall speak
to the need for very secure and transparent means of doing data handling [11].

In such developmental cases, it is essential that a social media company also places
cybersecurity at its very core. This means using not only encryption at advanced levels
but also multi-factor authentication, and an active system of monitoring to detect and
take down threats. Cooperation between cybersecurity professionals and government
agencies and user communities is equally important in order to combat emerging risks
effectively. As it continues to evolve, strong embedded cybersecurity eventually
ensures the safety and integrity, of the users themselves and of the social platforms,
providing an even more secure cyberspace [12].

The purpose of this research is to explore the effect of social media advertising on
customer deception. Therefore, the aim is to understand the implications of modern
digital marketing techniques with respect to consumer behavior, which usually tends
to be achieved through manipulated or deceptive means, hence, this particular study
aims to find out the effect of these misleading practices on consumer trust and
cybersecurity. It underlines the necessity of strong measures for the safeguarding of
the users in the increasingly digitized marketplace.

This report converges marketing ethics with cybersecurity. Social media
advertisements often tend to use behavioral psychology and data analytics for
influencing customer decisions. In association with deceptive practices, this would
lead to phishing attacks, identity theft, and financial fraud. Understanding the issues
would help organizations identify vulnerabilities existing within their advertising
ecosystems and put safeguards in place to protect their customers. The research also
brings forefront the importance of regulatory frameworks in terms of reducing
deceptive advertising practices by offering a secure digital environment.

Finally, this study underscores the importance of consumer awareness and education
on dealing with deceptive advertising. While regulation and technology solutions are
13
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important considerations, so too are perceptions of consumer empowerment in
revealing suspicious ads. This research fills in the interplay between social media
advertising and cybersecurity which contributes to a more rational understanding of
how to make a digitally advertised environment more readily transparent, ethical, and
secure.

1.1 Research Objectives

1. To examine the influence of social media advertising on the prevalence of
deceptive practices among customers.

2. To explore the role of cybersecurity awareness in mitigating the deceptive effects
of social media advertising.

3. To investigate the relationship between social media advertising and customer
deception, focusing on the cybersecurity implications of deceptive practices on
social media platforms.

4. To assess the effectiveness of cybersecurity awareness programs in reducing the
occurrence of deceptive practices related to social media advertising.

2. Literature Review

2.1 Theoretical Perspectives:

Traditional marketing messages alone are no longer enough to create the
organization’s brand because of which social media marketing has become the
center of attention for most companies nowadays. There are various definitions
related to social media marketing. According to Evans [13, p. 13], social media
marketing is a form of social media in which natural conversation tone is
strategically used to offer benefits to the organization. Additionally, Cosme [14]
defined social media marketing as the establishing of relationships between
businesses and their current and/or prospective customers and harnessing the power
of peer-to-peer influence. The nature of social media serves to provide an
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opportunity to balance the organization’s conventional marketing practices along
with new media opportunities [14]. This new approach to social media marketing
mobilizes corporations to interact with their target on-the-field audience and
encourages those customers to spread the message about the brand [15]. This also
provides a much “richer” picture of customer needs by “tapping into customer
intelligence,” through their conversations [16]. As a matter of fact, social media
marketing also has its fair share of challenges where negative viral marketing can
cause damage to an organization’s reputation, without the possibility of much
remedial intervention. Additionally, the risk of no participation in activities
associated with the organization’s social network sites due to the lack of necessary
incentives is another challenge related to social media marketing [13, p. 158].

2.1.1 Marketing Theory Related to Social Media:

Social media marketing is embedded in various foundational marketing theories,
which illustrates how consumers relate to brands and how they purchase online.
These theories offer the foundation for understanding how social media inspire
consumer behavior, engagement, and brand perception.

2.1.1.1 AIDA Model (Attention, Interest, Desire, Action):

This model describes the stages that consumers go through before making a
purchase. The process initiates with an eye-catching, visually aesthetic content
which then leads to the cultivation of the desire through targeted advertisements.
Social media platforms such as Instagram and TikTok utilizes algorithms so as to
assure that the content is in alignment with user preferences thereby, increasing the
probability of the customers to move throughout the stages of the AIDA model [17].

o Attention: The advertisement should have an aspect of grabbing the viewer’s
attention right from the beginning. If the customer’s attention is lost, the entire
effort is gone. This can be done by creating an advertisement with the utmost
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appeal for the promotion of the brand. The advertisement should immediately
catch attention and promise a benefit for continued viewing. Many brands also
go on to feature celebrities for increased viewership.

o [nterest: After grabbing the attention of the target audience, the next step is to
develop interest in the product of service offering. This part must use emotions
to talk the fact that this purchase is a good bargain, a solid decision.

e Desire: There is a huge difference between being attracted in something and
desiring it. The purpose of this step is to develop a passion and desire for what
has been put out there. An advertisement should create a very strong
motivation to buy the product even if the need is not there.

e Action: Brands should convince their customers through ads to make a
purchase or become inquisitive enough to know more about the product/brand.
No matter how attractive or customer-focused an ad may be.

2.1.1.2 Social Exchange Theory:

Social Exchange Theory is based upon the notion that people consider their
relationships in economic terms. People typically weigh this relationship against
the accrued benefits: Worth = Rewards-Costs. This means, according to the theory,
that there will be a value that will determine the result -from whether or not to
maintain or end the relationship [18].

The theory states that social interaction is usually made through the expectation of
reward. Take social media marketing as an example: brands nurture a relationship
with the consumer through value-adding content, discounts, or exclusive offers in
exchange for likes, shares, or an actual purchase. For instance, it is primarily this
principle that describes how influencer partnerships are made: influencers get paid
while their audience gets access to curated recommendations involving products.

Brand trust is the brand’s strength to be trusted. Trust in a brand can be established
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when marketers creatively create and keep consistent positive emotional
attachments with its consumers. When consumers trust the brand, the next step is
to implement loyalty to the brand. According to a study by Hokky and Bernarto
[19] trust in a brand will have an effect over behavioral loyalty and consumers
action on the brand. Loyalty is a promise to repurchase or to subscribe to the product
or service, even though there exists situational influences and marketing efforts that
holds the potential to push consumers into switching to competing products or
services. Consumers often create a perception toward the product that have a
positive perception associated with [20]. Customer satisfaction is the key for greater
retention.

2.1.1.2.1Behavioral Theories on Deception:

The behavioral theories contribute towards useful insights to the understanding of
the course of deception in social media marketing, by evaluating psychological,
social, and contextual factors influencing deceptive practices. Below mentioned are
some of the important behavioral theories that illustrate the issue of deception in
social media marketing:

2.1.1.3 Social Exchange Theory and Deception in Social Media Marketing:

Social Exchange Theory affirms that people and organizations engage in decision-
making based on a cost-benefit analysis weighing the perceived rewards against
probable risks. Within the context of social media marketing, the theory explains
why deceptive practices incur despite legal or ethical considerations.

2.1.1.3.1 Perceived Benefits of Deception:

Marketers and influencers consider deception to be the easiest way to achieve high
results like:

a. Increased sales: False claims about a product may serve as bait for a customer
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to purchase items that they would usually avoid. For instance, a customer might
be manipulated by ads that say “instant results” in terms of the effectiveness of
skincare products.

b. Improved Brand Visibility: Making eye-catching but exaggerated or deceiving
advertising such as, “Most Popular Product of the Year” gains a lot of focus and
very quickly boosts reach and other engagement metrics.

c. Strengthening of Sponsorship Deal: Influencers tend to constantly operate
under pressure to meet performance metrics such as sales conversions or
engagement rate.

Hence, misrepresenting product of service in a way that is over exaggerated,
however false, is crucial to maintaining ties with brands [21].

2.1.1.3.2 Marketing Strategy and Deceptive Messages:

Implication of social exchange theory in social media marketing can include
designing of marketing campaigns that tends to exploit consumer behavior. These
can include:

a. Psychological Exploitation: Marketers may make their claims dramatic to make
an emotional connection e.g., (“This product changed my life!”) to get a good
response from consumers.

b. Manipulative Tactics: This can include a sensation of urgency with claims like
‘Only 2 left in stock!” or ‘90% of people love this product’. Such marketing
claims have been used and prove to be heavily manipulated so as to get people
to make quick purchase decisions.

c. Engagement at All Costs: This marketing campaign can include deceptive
practices like fake giveaways or pretending that there are more people or
product reviews which improves engagement metrics and are often associated
with algorithms and brand partnerships [22].
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2.1.1.3.3 Influencer Behavior and Deception:

This theory is also applicable to influencers who serves to be intermediaries in
social media marketing. Influencers have to weigh a fine balance between self-
interest and ethical practices in which financial incentives weigh more thereby,
outperforming moral implications of promoting a misleading or false product [23].

2.1.1.3.4 Rationalized Cost of Deceptive Marketing:

Marketers engaging in deceptive practices through social media always
underestimate or rationalize the consequences of the act. One common gamble is
that a deceptive marketing will damage consumer trust to a greater extent because
trust is a foundation for brand loyalty and long-term outcomes [24]. Another aspect
is that the regulatory penalties for false advertisement like fines or warnings which
are often minimal costs under the much bigger profits earned from misleading
campaigns. Similarly, influencers and brands sometimes think that they can
alleviate reputation damage by rebranding or even apologize or target a completely
new audience base. These practices have damaging effects in the long run, as
damage to trust and reputation is not rebuilt easily, especially in the transparent and
fast-paced environment of social media [24].

2.1.1.4 Cognitive Dissonance Theory:

Cognitive dissonance theory refers to the psychological discomfort that is
experienced when there exists conflicting beliefs or attitudes. This theory has
significant implications within social media marketing. Research claims that social
media platforms can exacerbate cognitive dissonance by presenting to the users
conflicting information and diverse viewpoints hence, creating feelings of
discomfort and uncertainty [25]. Social media users experience cognitive
dissonance when they come across content that poses challenges to their existing
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beliefs and viewpoints, prompting them to either completely reject opposing
viewpoints or reevaluate their attitudes altogether [26].

Marketers very often tend to exploit cognitive dissonance by exaggerating product
claims or targeting existing discomforts so as to control and influence customer
behavior. The higher the claims about a product’s benefit, the greater there exists a
gap between the current state of the consumer and the desired outcome. This
perceived disparity creates dissonance hence, stimulating consumers to make a
purchase decision which will be the only way to reconcile the gap [27].

Marketing tends to employ deceitful activities as a means of reducing consumers’
cognitive dissonance and creating impulsive buying or misplaced confidence. Fake
social proof, in the form of fake testimonials, reviews, and sponsored influencers,
will persuade a consumer that a product or service has been approved by others,
thereby lowering their doubt of the product’s value or effectiveness. Moreover,
scarcity and creating a sense of urgency tactics like “only 5 left!” or “limited stock
available” and “hurry up-the discount is valid for 24 hours only”, manipulates the
consumers’ fear of missing out, compelling them to make quick decisions without
further assessments of their conclusions and judgments [26].

2.1.1.4.1Cybersecurity Theories and Models:

Cybersecurity theories and models provides a structured framework to understand,
analyze, and mitigate cyber risks. It integrates technical, organizational, and human
aspects towards individual and organizational improvement in within response
strategies. Some of the most important theories and models are:

2.1.1.5 CIA Triad:

This is a very foundational model underlying cybersecurity based on
confidentiality, integrity, and availability. Confidentiality is to ensure that sensitive
data could be made accessible only to authorized individuals and prevents
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unauthorized access or disclosure to such information. This principle can be
achieved through the use of encryption, access control, and secure authentication
mechanisms. Through the integrity principle, data is presumed to be accurate and
consistent and unaltered except when expressly permitted. Unauthorized
modification, corruption, or destruction of information must be prevented by
measures like checksums, hashing, and version control system.

The last principle, availability, guarantees access for authorized users to
Information and resources whenever needed, thus minimizing the downtime or the
probability of such disruption. Mechanisms that facilitate achieving this goal
include redundancy, failover systems, and robust disaster recovery plans. In
combination, these three components form a comprehensive framework to design,
implement, and evaluate security policies and technologies in various settings and
applications with a proper balance in protecting data and systems.

2.1.1.6 NIST Cybersecurity Framework (CSF):

The NIST Cybersecurity Framework (CSF) is a structured framework developed
by the National Institute of Standards and Technology to assist organizations in
managing and mitigating their risks associated with cybersecurity threats. It serves
to be a comprehensive approach through defining five core functions -Identify,
Protect, Detect, Respond, and Recover [28].

e [dentify: In order to stay protected from potential cyber-attacks, the cyber
security team gains an in-depth understanding about the important assets and
resources of the organization. This function includes different categories like
business environment, asset management, risk assessment, governance, risk
management strategy as well as supply chain risk management.

e Protect: This function includes most of the physical and technical security
controls for developing and implementing suitable protections of the
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infrastructure. These categories include identity management and access
control, data security, awareness and training, maintenance and protective
technology along with information protection procedures.

e Detect: This function implements particular measures that gives signals to the
organization about cyberattacks. Detect categories involve events. Security,
constant monitoring along with detection processes.

e Respond: This function category includes appropriate responses to cyberattacks
and other cyber security events. Particular categories include analysis,
communication, response planning, mitigation and improvements.

e Recover: The activities within this function implement plans for cyber
resilience whilst assuring business continuity in case of a cyber-attack, any
security breach or cybersecurity events. Recovery functions include recovery
planning improvements and communications.

This framework is widely implemented by organizations mainly due to its
flexibility within varying organizational contexts. This model allows enterprises to
align their cybersecurity measures with particular objectives and risk profiles,
assuring a customized approach towards cybersecurity risk management. Through
the implementation of NIST CSF practices, organizations can improve resilience
against cyber security threats, streamline their compliance efforts and stimulate a
culture of continuous improvement within the aspect of cybersecurity.
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Function Category Category Identifier
Govern (GV) Organizational Context GV.0C
Risk Management Strategy GV.RM
Cybersecurity Supply Chain Risk Management GV.SC
Roles, Responsibilities, and Authorities GV.RR
Policies, Processes, and Procedures GV.PO

Oversight GV.ovV

Cybersecurity
Framework

Continuous Monitoring
Adverse Event Analysis

DETECT

Recover (RC) Incident Recovery Plan Execution RC.RP
Incident Recovery Communication RC.CO

Figure (1): NIST Cybersecurity Framework.
3. Empirical Findings

Table (1): Studies on Social Media Advertising Effectiveness.

Key Themes Findings Source
Negative Negative advertising appeals serves to be more effective as compared to Yousef et al. [29];
Appeals positive appeals for driving engagement and actions on the social media | Shahbaznezhad and

Effectiveness | platform. Several research indicated negative appeals within the context | Rashidirad [30]; Eckler

of charity and environmental concerns which resulted in superior and Bolls [31]

outcomes in customer engagement along with having a positive impact
over social behavior.

Ad Attributes Attributes including liking, originality as well as credibility improve Pelet and Ettis [32];

and Consumer | attitudes toward the advertisement, while irritation reduces engagement. Tran [33]
Perception Positive perceptions can lead to increased purchase intentions and brand
recommendations whereas, negative perceptions deter customer
engagement.
Platform When consumers are actively participating on a social media platform, Voorveld et al. [34];
Engagement this increases interaction and response towards the advertisement. David et al. [35]; De

Drives Ad Vries and Jamie [36].

Success
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Sequential Strategic sequencing of targeted ads can augment the returns on Parshuram et al. [37];
Advertising campaigns through information spillover. Bimpikis et al. [38]
Strategies
Product Type | The effectiveness of advertising varies across product categories, where Huang et al. [39];
Influence some product tends to benefit more significantly than others. Muchnik et al. [40]
Short-Form Large-scale experiments reveal the effectiveness of campaigns on short- | Liang et al. [41]; Aral
Video Platform form video social platforms. [42]; Gordon et al. [43]
Ads
Table (2): Research on Customer Deception in Advertising
Key Themes Findings Source

Consumer Trust

Deceptive advertising results in negative attitudes which results in
reduced trust levels even on unrelated advertisements

Noorizzuddin bin
Nooh [44]; Maicibi

[45]
Long-term Short term sales can increase through deceptive advertisements however, | Ukaegbu [47]; Xie
impact in the longer term, this can harm consumer demand, loyalty and brand and Boush [48]
reputation
Defensive When consumers are exposed to deceptive advertising, they become Darke and Ritchie
processing highly skeptical and lose their trust in both the brand and its [49]; Ritchie [50]
advertisement.
Regulatory Federal Trade Commission emphasizes over the substantiation of Onuorah [51]; Boush
guidelines advertising claims so as to prevent deception. The regulation imposes that et al. [52]
advertiser should have a reasonable basis for their advertising claims.
Consumer Consumers expect advertisers that they avoid associating advertisements | Saydan and Diilek
Expectations with any form of misleading content, which highlights the ethical [53]; Plume et al.
responsibilities within advertisement. [54]; Domenico and
Visentin [55]
Table (3): Previous Work on Cybersecurity Awareness among Consumers
Key Themes Findings Source
Consumer trust Research indicates the trust in businesses increases when they tend to | Moffatt and Adedoyin

in the business

employ certified cybersecurity professionalship is a demonstration towards
the business’s commitment in safeguarding sensitive data ensuring
consumers about the reliability and credibility of the business.
Approximately 76% of consumers consider cybersecurity to be crucial for
national security.

[56]; Anderson et al.
[57]; Bada and Nurse
[58]; Blythe et al. [59]

Impact of The impact of breach is profound on consumer trust, where one in three Handoko and Putri
cybersecurity consumers choose to stop doing business with such enterprises. The [60]; Internet Security
breaches on availability of alternates who tend to be secure poses threats to companies | Threat Report [61]
behavior having cybersecurity issues.

Effectiveness of | Awareness campaigns of cybersecurity most often struggle in achieving Bada et al. [62];
Awareness desired outcomes mainly due ineffective communication strategies that | Kirlappos et al. [63];
Campaigns fails to resonate with the audience. Also overlooking of psychological Khan et al. [64]

motivators such as habit, fear or convenience tends to influence behavior
significantly.
24

International Journal of Computers and Informatics, London
https://doi.org/10.59992/1JCI1.2025.v4n11p1

Vol (4), No (11), 2025
E-ISSN 2976-9361



https://doi.org/10.59992/IJCI.2025.v4n11p1

Clawlall 48 gal) Alaall
4ila glaall g

(12) a1 ¢(4) Jloy)

International Journal
of Computers and

Informatics (CI)
Vol. (4), No. (11)

November 2025

3.1 Gaps in the Literature:
3.1.1 Limitations of Existing Studies:

Some of the limitations of existing research about cybersecurity awareness among
consumers can be illustrated as follows:

e Lack of Diversity in Sample Populations: Most of the studies have been
confined to a particular group of demographics or geographical locations. This
means that it severely limits the generalizability of the findings across diverse
populations.

e Reliance on Self-Reported Information/Data: Most studies rely heavily on self-
reported behavior, which is often susceptible to a social desirability bias in one’s
tendency to either overestimate or underestimating of true practices.

e Limiting Longitudinal Analysis: Of the conducted studies, very few studies
have followed up on changes in consumer awareness and behavior over time
making it difficult to know the long-term value of such awareness campaigns.

e Emphasis on General Awareness: A majority of the research studies seem
concerned with general awareness regarding cybersecurity; however, they lack
in indicate specific threats or behaviors such as ransomware or phishing.

e Neglecting Psychological Factors: Most of the researches have disregarded
psychological driving forces such as fear, trust, and so on, which constitute
critical bases for establishing the right cyber security behaviors.

These limitations have underscored the need for more comprehensive, diverse
longitudinal study methodologies in consumer cybersecurity awareness research.
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3.1.2 Need for Integrating Cybersecurity with Advertising and Deception:

In the era of digital advertising, protection of sensitive data is a topmost concern. A
lot of customer data is usually collected and processed in the course of digital
advertising campaigns. These include, but are not limited to names and addresses,
contact details, and, occasionally, payment-related and browsing behavioral data [65,
66]. Protecting this data does not only involve the primary ethical requirement of
respecting customer privacy; it is also imperative to maintain customer trust and
loyalty [67]. In the era where data breach has become very common, public scrutiny
can tarnish a brand’s image beyond redemption. Customers are generally less
forgiving of such lapses, especially when their personal and financial information is
involved. An event of data breach results in reduced customer engagement, a decline
in sales, and an erosion of trust in the brand over time [68, 69]. Digital marketing
data breaches carry significant legal and financial consequences. The enactment of
data protection laws such as the GDPR within the European Union and CCPA in the
United States has made more businesses realize and understand how difficult
compliance is with strict demands for data protection. Investing in cybersecurity is,
therefore, no longer only a defensive measure against a potential threat but a business
strategy with effects at a far-reaching level. Adequate protection from customer-
sensitive data assures compliance with legal standards, protects from financial loss,
and preserves customers’ trust and loyalty. Robust cybersecurity practices are no
longer just an option for digital marketing; they are a necessity for sustainable and
responsible business practice [70].

By far the most critical issue that advertisers have is the sheer quantity of consumer
data, where it is at risk of being misused. Integration of cyber security practices,
therefore safeguards this data and makes sure that all the regulations of privacy are
followed, so as to protect individuals from exploitation [71]. It offers a platform
where cyber security and advertisement can blend and educate an average person on
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possible online threats, such as phishing and misuse of data, so that they may take
appropriate action. In this manner, the two merge into a more secure and transparent
digital space, dealing with ethical and practical problems in a connected world [72,
73].

4.Development of the Theoretical Framework

4.1 Conceptual Definitions:
4.1.1Social Media Advertising:

Social media advertising refers to using social media platforms to present paid
advertisements that influences the way in which audience perceive, behave and
decide. It uses special tools, algorithms, and info about users on each platform to
send custom messages to specific groups of people. The goal is to meet marketing
targets like getting people to know about a brand, interact with it, become potential
customers, and generate leads. Unlike the conventional way of advertising, social
media advertising is different because people can interact with them, focuses over
precise audiences, real-time analytics along with the ability to foster two-way
communication between the customers and the brand [74].

4.1.2 Customer Deception:

Customer deception indicates a situation when a business, advertiser, or entity uses
misleading or false information to control how consumers think, decide, or act. This
can involve overstating facts omitting out key details, making false claims, or using
manipulative tactics to paint a distorted image of a product, service, or brand.
Companies often do this to get ahead of competitors, boost sales, or reach other
business goals at the cost of consumer trust, ethical standards or following
regulations [75].
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4.1.3 Cybersecurity Awareness:

Cybersecurity awareness refers to the understanding and knowledge organizations
and communities have about possible cyber threats, vulnerabilities along with the
necessary steps to protect digital, assets sensitive data and systems. This includes
identifying risks like phishing, malware, social engineering, and data breaches as
well as taking proactive actions to stay safe such as using strong passwords,
encrypting data, and keeping software up to date. Cybersecurity awareness plays a
key role in creating a secure digital environment and help stakeholders reduce risks
[76].

4.2 Proposed Framework Components:

4.2.1 Relationships between Social Media Advertising Strategies and Customer
Deception:

The growth of social media has transformed the way we communicate, connect and
use information. However, this also comes with some cons mainly referring to
deceptive advertising practices. Many companies are now using deceptive
advertising practices to promote their products and services by benefitting from the
extensive social media reach and how it can influence people.

Influencer deception has a significant impact on customer deception on social media.
Brands tend to collaborate with influencers to showcase their products. While many
influencers are honest and genuine and transparent whereas, some other may resort
to deceptive practices. They might promote a product making it appear to be an
unbiased recommendation. This lack of transparency can mislead the consumers into
thinking that the product is of high quality and meet their requirements [77].

Fake testimonials and reviews are another form of deceptive advertising practices on
social media platforms. Brands create fictitious accounts or pay individuals to give
positive reviews about the product or service. These reviews are misleading and
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creates a false sense of popularity. Consumers tend to rely over these reviews and
make purchasing decisions which results in deception due to fake feedback [78].

Identifying deceptive advertising practices involves looking for user-generated
reviews which are created by real customers. This can include images, videos or
hand-written testimonials by customers who appreciate the brand. In this way,
consumers can get an authentic perspective about the effectiveness and quality of the
product or service. The case of Fyre Festival is exemplary in deceptive social media
marketing. The festival organizers used social media celebrities and influencers to
promote the event as a luxurious and glamorous festival however, when the attendees
arrived, they were welcomed by a poorly organized and underwhelming event. The
case highlights the power of deceptive marketing on social media and the
consequences for both the brands and the customers [79].

In conclusion, social media platforms have become a breeding ground for deceptive
advertising practices. From influencer deception to that of fake testimonials, brands
are finding new ways to deceive consumers and manipulate their purchasing
decision. By remaining informed and relying on genuine user-generated reviews,
consumers can make informed decisions about brands and services.

Table (4): Frontier for Deceptive Marketing Practices

Steps | Key points Description
Social media The rise of social media has undoubtedly transformed the way we communicate, connect,
transformation and consume information.
2 Influencer Influencer deception is one of the most prevalent forms of deceptive marketing on social
deception media.
3 Fake reviews Fake reviews and testimonials are another deceptive marketing tactic that thrives on social
media platforms.
4 Tip to identify | One tip to identify deceptive marketing practices on social media is to look for genuine user-
deception generated content.
Fyre Festival | The infamous case of the Fyre Festival serves as a cautionary tale of deceptive marketing on
case social media.
Consumer It is crucial for consumers to be vigilant and skeptical when encountering marketing
vigilance messages on social media.
7 Final Thought | In conclusion, social media has become a breeding ground for deceptive marketing practices.
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4.2.2Role of Cybersecurity Awareness in Moderating These Relationships:

Cybersecurity awareness has a very critical role in social media advertising as it can
safeguard business practices, its audience as well as its campaigns from any potential
threats. Awareness about cybersecurity can improve social media advertising in a
way that it protects brand reptation, cybersecurity breaches such as phishing
campaigns and hacked social media accounts can ruin the image of a brand.
Awareness about cybersecurity along with proactive measures assures that the
accounts are secure and the consumers’ trust are preserved.

Brand advertisements can be misused by hackers so as to spread malicious links.
When advertisers are aware about cybersecurity measures, they assure that
advertisements are thoroughly vetted and the platforms are responsibly used.
Additionally, cybercriminals may also make fake accounts or use bots for inflating
metrics including clicks and views, resulting in wasted spending over the
advertisement. Awareness 1s crucial for advertisers to recognize and deal with such
fraudulent activities hence, optimizing the performance of marketing campaign [80].

Social media advertising involves collecting consumer data for targeted campaigns.
Being aware of cybersecurity best practices helps in safeguarding this sensitive
information, preventing of costly breaches along with remaining in compliance with
privacy regulations. Moreover, being aware of cybersecurity laws like CCPA and
GDPR also helps in avoiding penalties as well as boosting ethical business practices.

5.Implications of the Framework
5.1 Theoretical Implications:
5.1.1Contribution to the Fields of Marketing and Cybersecurity:

This study indicates how social media advertising can be deceptive for consumers
and offers valuable insights for both social media advertising and cybersecurity. With
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respect to marketing, the study aims to deepen understanding about how deceptive
advertising practices can impact consumers’ trust. Gaining this understanding can
help advertisers to prioritize ethical communication and transparency and take the
responsibility for honest and open communication with the brand’s audience.
Moreover, the paper explains the role of cybersecurity concerns in the shaping of
consumer attitudes hence, paving way for marketers to formulate advertisement
campaigns that emphasizes over building trust and security.

With regards to cybersecurity, the paper aims in addressing how social media
advertising are used as a method of spreading malware and conducting phishing
attacks. Through identifying these vulnerabilities, the study contributes towards
building formulating safety mechanisms to mitigate the issues. However, it is critical
to determine aggressive and proactive media education strategy for protecting the
end users, and not only the media consumers, but generally the general public, why
deceptive advertisements exist and how to avoid cyber risks. Likewise, the research
may be used to refine regulatory frameworks so as to assure that basic advertising
policies are not violated and comply with a high standard of safety.

5.1.2Insights for Further Research:

The paper open avenues for various aspect in future research. One avenue is to
explore consumer psychology, particularly how they tend to perceive risk associated
with any form of deceptive advertising along with the impact of cybersecurity
awareness on their decision-making process. By understanding these psychological
factors, brands can develop strategies that can mitigate these risks.

Another focus area can be the role of technology in combating deceptive advertising.
Future researches can focus upon how artificial intelligence (AI) and machine
learning (ML) tools can be helpful in detecting and preventing fraudulent activities
along with how these tools can be better integrated within social media platforms.
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Moreover, investigating the effectiveness of existing cybersecurity measures on
social media networks can be useful in providing valuable insights for improving
cybersecurity measures. These evaluations can help in creating a safer and a more
transparent environment for both the advertisers and the consumers.

5.2 Practical Implications:
Recommendations for marketers on ethical advertising:

e Recommendation # 1: Prioritize Ethical Marketing Practices: Marketers needs to
prioritize ethical marketing practices in order to build trust and promote long-term
relationships with their customers. The key is being transparent. Advertisements
should clearly communicate its purpose and intent and should avoid any type of
deceptive visuals or misleading claims.

e Recommendation # 2: Consumer Privacy: Respect for consumer privacy is also
crucial with adherence to data protection regulations like GDPR or CCPA.
Advertisers should obtain explicit consent prior to collecting or using customer
data.

e Recommendation # 3: Promote authenticity: Advertisers should promote
authenticity by aligning brand values with advertising claims which is helpful in
avoiding consumer deception.

The Key strategies for enhancing consumer cybersecurity awareness:

e Educational Campaigns: Initiating of focused and creative campaigns that would
help educate consumers about how to identify phishing scams, fake ads, and other
cyber threats. Make use of infographics, videos and other interactive material to
make complicated concepts easier.

e Platform Integration: Partnering with social media companies in order to provide
the users with integrated security tips, such as popup messages advising against
certain suspicious links or encouraging strong password practices.
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e Rewarding Consumer Interaction: Consumers should be provided with incentives,
likes discounts or exclusive content after they participate in cyber security training
seminars or answer quizzes about internet safety.

e Consistent Communication: Updating consumers regarding any rises in potential
threats or inform them about the latest measures the brand undertakes regarding
cybersecurity. The more transparent the message, the more trust the consumers
will have and more alert they will be.

6. Conclusion

Summary and Reiteration of the proposed framework Cybersecurity awareness plays
a very critical role in social media advertising as it protects business practices, its
audience, and its campaigns from any possible threats. Cybersecurity awareness can
help improve social media advertising in the way that it protects brand reputation,
cybersecurity breaches such as phishing campaigns and hacked social media accounts
which can destroy the image of a brand. Awareness regarding cyber security as well
as preventive steps ensure that accounts are secure and the consumers’ trust is
maintained. Hackers can misuse brand advertisements as a way of spreading malicious
links. When the advertisers are cyber-aware, they ensure that advertisements are well
screened and that the platforms are appropriately used. Additionally, cybercriminals
may create fake accounts or apply bots to inflate metrics such as clicks and views that
wastes spending over the advertisement. Thus, awareness is imperative for the
marketers to be on the lookout to detect and rectify such malpractice hence optimizing
their marketing campaign’s performance. Social media advertising requires collecting
consumer data for targeted campaigns. Knowing the best practices of cybersecurity
helps in safeguarding this sensitive information, prevents costly breaches along with
remaining in compliance with privacy regulations. Also, knowing the cybersecurity
laws such as CCPA and GDPR helps in avoiding penalties as well as boosting ethical
business practices.
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