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Abstract

The research analyzed cybersecurity data and interpreted the relationship between two
variables. The first variable, the dependent variable, is called the "risk level," which
i1s classified into two categories: high and medium. The second variable, the
independent variable, comprised three sub-variables. The first sub-variable, called the
"type of cyberattack," included eight main types identified based on the most common
cybersecurity threats: (phishing email attacks, malware insertion via attachment,
Distributed Denial of Service (DDoS) attacks, SQL injection attacks, denial-of-
service attacks on main servers, email or phone calls to steal accounts, and viruses
spread via malicious links). The second sub-variable, called the "impact of the attack,"
included four types: (data loss, data disruption, service disruption, and data leakage).
The third sub-variable, called the "security level," was divided into (low, medium, and
high). These sub-variables were obtained by distributing a questionnaire to 175
cybersecurity professionals, which included questions about the perceived impact of
breaches. The study examined cybersecurity database attacks and how to protect
against them, analyzing them using a Bayesian classifier and the R statistical
programming language. The results showed clear differences in the level of risk
depending on the type of attack.

Keywords: Bayesian Theory, Bayesian Classifier, Cybersecurity, R Statistical
Programming Language.
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Metrics Bayes Classifier
Accuracy 0.7486
Precision 0.8861

Recall 0.6667
Specificity 0.8714
F1-Score 0.7609
Balanced Accuracy 0.7690
Kappa 0.5067

MCC 0.5297

AUC 0.7573
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Metrics Bayes Classifier
Accuracy 0.7317
Precision 0.8868
Recall 0.6351
Specificity 0.8776
F1-Score 0.7402
Balanced Accuracy 0.7563
Kappa 0.4781
MCC 0.5068
AUC 0.7144
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Metrics Bayes Classifier
Accuracy 0.7885
Precision 0.8846

Recall 0.7419
Specificity 0.8571
F1-Score 0.8070
Balanced Accuracy 0.7995
Kappa 0.5769
MCC 0.5879
AUC 0.8272
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