International Journal of
Financial, Administrative,
and Economic Sciences

(UFAES)
Vol. (4), No. (3)

uw a glall u 9al) dlaal)
daalai®y) g du )Y 9

(3) suadt ¢(4) sl

IJFAES
March 2025

Alaa o o il g dpnlaall cila glaal) alad 8 ) jpuaad) (W) Jalas
doe Mt A a sdnll) de lial) el il dcbuad) Adlal) el

b pall i) piaay Alall 5 1YL (ol gal) S Aga 5 (e

13:..1..)3 crﬁ\).p.a QMB cou)a.a calaidty) 2\:\35
KHALED.AHMED@SABU.EDU.LY

Al gl Lasal 3 sa

L cctila M) Al o slall el sgaall
MURADAA221@GMAIL.COM

oaldiall
Alaa o o il 5 el il sleall alas 8 S jud) el Jalad e Ca el ) Al all 28 ciiaa
e amel) (a1 s o seda e Ca el JOIA (e clld 5 gl due Liall S il Al 201 bl
il )l 5 el 5 iU e o Y IR e @l g Llaill dia sl zgiall Lol o5 Calaa'y) oda (3idal
o sl gl e slaie¥l a3 38y dal jall al el andy A JSallh co Yl e g L dgalall
LS i jall 3 SPSS Aban ! dalaill mali ) aladinly il (il y cbilll dalasl Ll
e i) Ailiial (25) s Al s Al all 238 o) Y e U Clibd) apentl LAWY lald) axaciu
Al aaine Jialy dglban) dallaall dallon el o daal yall dayy 9488 Ay iliiul (22) Leie
WS ol pease aladid 5 Jatd clld jeas o3 08 Gllall 3 )Y b e asen (8 (G el Citan] piian)
Gl e e S uall Ga¥1 dalas iy leaal w1 e de gana ) Al jall Clia 5 a3 Al
Allall bl el e J e sl (8 aSatll il i35 IS dyulaal) e glaal) alas 8 Al LI
piae 52 by (5a gan die Gl sall Alain) Cladl yind Al (uld 5 st 2 Y 4dl 5 bl

el ]
Alain) bl yiaal Adled Gl g 20aa oy () oy 2 lgaa] il 5l (e A e ) A all caals S8
GaY) dala Laal Jsa (il gall A 55 el s Jae s pelatiy il 308 Gigas e Gl sal)

178

International Journal of Financial, Administrative and Economic Sciences, London Vol (4), No (3), 2025
https://doi.org/10.59992/1JFAES.2025.v4n3p7 E-ISSN 2977-1498



https://doi.org/10.59992/IJFAES.2025.v4n3p7
mailto:muradaa221@gmail.com

International Journal of

dallall a glall 4l gal) dlaall
Financial, Administrative, daalai®y) g 4 ) g
and Economic Sciences 4 g |

(UFAES)
Vol. (4), No. (3)

(3) 3ualt (4) SltsoY)

IJFAES
March 2025

S Sl A dualaal) e glaall akai dal g3 Al 4l yad) jhlaall el ani of ja) 5o yilis ) yuud)
Alaiaall cl il sl Hlalaal) dalas ol gof aladiinl (S e luall

Apelual) S il gl bl dpaulaall e sleall alas ¢ Sl and) Y1 Jilas sAalidy) clals)

Cybersecurity analysis in accounting information systems and its impact
on the protection of sensitive financial data of Libyan industrial
companies: A survey study from the perspective of employees in the
financial department of the Margab Cement Factory

Khaled Bashir Mohammed Ahmed
Faculty of Economics, Sorman, University of Sabratha, Libya
KHALED.AHMED@SABU.EDU.LY

Murad Amhamed Abu-Shaala
Higher Institute of Science and Technology, Al-Rahibat, Libya
MURADAA221@GMAIL.COM

Abstract

The aim of this study was to analyze cybersecurity in accounting information systems
and its impact on protecting sensitive financial data of Libyan industrial companies.
This was achieved by understanding the concept of cybersecurity analysis. To
achieve these goals, the descriptive analytical method was adopted by reviewing
books, journals, research papers, and available online resources that serve the study’s
purposes. The descriptive analytical approach was used to analyze the data and
extract results using the SPSS statistical analysis program. The researchers used a
questionnaire to gather the necessary data for this study, distributing 25
questionnaires, with 22 returned, representing an 88% response rate. After review,
the questionnaires were found to be valid for statistical processing. The study
population consisted of all employees of the financial management department at the
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Al-Margab Cement Factory, where a comprehensive survey of the entire sample was
conducted.

The study reached several conclusions, the most important being that cybersecurity
analysis affects the protection of sensitive financial data in accounting information
systems, and access control policies impact the security of sensitive financial data.
Additionally, the effectiveness of incident response strategies is not determined or
measured when a data breach occurs at Al-Margab Cement Factory.

The study concluded with several recommendations, the most important of which
include: the need to define and measure the effectiveness of incident response
strategies during data breaches, organizing workshops and training programs for
employees on the importance of cybersecurity analysis and its impact, and
conducting a comprehensive assessment of the cyber risks facing accounting
information systems in industrial companies. Risk analysis tools can be used to
identify potential vulnerabilities.

Keywords: Cybersecurity Analysis, Accounting Information Systems, Financial
Data, Industrial Companies.
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